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Sevgili Ogrencimiz,

Universite yasaminiz boyunca size yardimci olmak amaciyla Bilgi islem Daire
Baskanhgi (BIDB) tarafindan hazirlanan bu kilavuzda, ODTU-BIDB servisleri hakkinda
ozet bilgiler yer almaktadir.

Daha ayrintil bilgi icin http://bidb.odtu.edu.tr adresindeki web sitemizi ziyaret
edebilirsiniz.

Ogrenim yasaminizda basarilar diliyoruz.

ODTU Bilgi islem Daire Baskanhgi



Dear Student,

This handbook, prepared by METU Computer Center (METU-CC), contains
information about METU-CC services in order to assist your studies at METU.

You can obtain further information from our web site http://cc.metu.edu.tr.

We hope you will be successful all through your educational life.

METU Computer Center
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BOLUM 1
ODTU’de Bilisim Politika ve

Kurallari

Universitemiz bilisim kaynaklarinin verimli ve giivenli kullaniminin saglanmasi
amaciyla, asagida metni bulunan “ODTU Bilisim Kaynaklar1 Kullanim Politikalar”
belgesi (http://bilisim-etigi.odtu.edu.tr), 25 Mart 2004 tarihinde duyurularak
ylrtirlige girmistir. Universitemiz bilisim kaynaklarinin, bu belgeye ve asagidaki
adreste yer alan politika ve kurallara uygun bigimde kullanilmasi gerekmektedir.

http://bidb.odtu.edu.tr - Politikalar & Kurallar

ODTU Bilisim Kaynaklari Kullanim Politikalari

1. Tanimlamalar

ODTU Bilisim Kaynaklar:: Miilkiyet haklar1 ODTU’ye ait olan, ODTU tarafindan
lisanslanan/kiralanan ya da ODTU tarafindan kullanim hakkina sahip olunan her tiirli
bilgisayar/ bilgisayar ag1, donamimy, yazilimi ve servisleri ODTU Bilisim Kaynagi olarak
tanimhdir.

ODTU Bilisim Kaynaklar1 Kullanicilar:: ODTU Bilisim Kaynaklarini kullanmak
lizere, bu kaynaklar tizerinde gerekli yetkilendirme tanimlari yapilarak belirlenen 6zel
ve tiizel kisilerdir.

e ODTU Kullanicilar:: ODTU’niin idari yapisi icinde yer alan birimlerde
akademik ve idari gorevlerde bulunan kadrolu/gegici personel ile ODTU’de
6grenim hayatini siirdiirmekte olan tiim lisans ve lisansiistii 6grenciler ODTU
Kullanicilari olarak tanimlanir. Bu kullanicilar, ODTU Bilisim Kaynaklarini
dogrudan kullanim hakkina sahiptir.

e Ozel Kullamalar: ODTU Bilisim Kaynaklarinin gegici ve/veya kisith olarak
kullanima sunuldugu 6zel ve tiizel kisiler Ozel Kullanicilar olarak tanimlanir.
ODTU’niin kurumsal isbirligi icinde oldugu 6zel ve tiizel kisiler bu tanim
kapsaminda, Rektorliigiin goriisii ve izni dogrultusunda ODTU Bilisim
Kaynaklarini kisith ve/veya gecici olarak kullanim hakkina sahiptir.

¢ Kapsamdisi Kullanialar: ODTU Bilisim Kaynaklarini, ODTU Kullanicilar ve
Ozel Kullanicilar bashgi altinda tanimlandig1 bigimiyle kullanim hakkina sahip



2.

olmayan, sadece genel kullanima acik kaynak ya da servisleri (Ornegin; ODTU
web sayfalari, ODTU Elektronik Liste Servisi, ftp servisi vb.) kullanan kisi ve
kuruluslar Kapsamdist Kullanicilar olarak tanimlanir.

Kullanim

Temel Kullanim: ODTU Bilisim Kaynaklarinin, Universitenin egitim, 6gretim,
arastirma, gelistirme, toplumsal hizmet ve idari/y6netimsel faaliyetleri ile dogrudan
iligkili olan kullanim1 Temel Kullanim olarak tanimlanir.

ikincil (tali) Kullanim: Temel Kullanim tanimi disinda kalan her tiirlii kullanim,
Ikincil (tali) Kullanim olarak tamimlanir. Kaynaklarin, ancak Temel Kullanim
kapsaminda ihtiya¢ duyulmayan atil kapasitesinin bu amag i¢in kullanilabilmesi s6z
konusudur. ikincil (tali) Kullanim, Temel Kullanimi kisitlayici/engelleyici boyutlara
ulastifinda Genel ilkelere aykiri kullanim kapsamina girer.

3.

Genel ilkeler

ODTU Bilisim Kaynaklari, Temel Kullanim kapsamindaki ihtiyaclar icin hizmete
sunulmaktadir. Bu kaynaklarin israfindan kaginilmalidir.

ODTU Bilisim Kaynaklarimi kullanima sunan birimler,

e kullanici bilgilerinin gizliligini, mahremiyetini korumali,
e kaynaklarin adil olarak paylastirilmasini saglamals,

o kaynaga yonelik tehditleri en aza indirebilmek icin risk diizeylerine goére

giivenlik 6nlemlerini almalj,

e  kritik olma diizeyine gore kaynaklar1 yedeklemeli,

e giivenligi ilgilendiren durumlarda kanit 6zelligi tasiyabilecek bilgileri,

kaynaklar1 kullananlarin kimliginin tespit edilmesini saglayacak diizende
tutmalidir.

ODTU Bilisim Kaynaklari kullanicilari, Temel Kullanim kapsaminda
kullanimlarina tahsis edilen/miilkiyeti kendilerine ait olan kaynaklarin giivenligi
ile ilgili kisisel 6nlemlerini almali, bu kaynaklar iizerinde yer alan bilgileri, kritik
olma diizeyine gore yedeklemelidir.

ODTU Bilisim Kaynaklari, ODTU yénetiminin yetkilendirdigi makamlarca
belirlenmis kurallar ve yonergeler cercevesinde, yetkinin verilis amacini
asmayacak sekilde ve yapilacak her is i¢cin uygun yetkilendirme ile kullanilmal,
yetki almadan degistirilmemeli, ortadan kaldirilmamalidir.

ODTU Bilisim Kaynaklari, bu kaynaklar kullanilarak olusturulan ve bu kaynaklar
lizerinde barindirilan/ kullanilan her tiirlii kaynagin (yazilim, donanim, ag
kaynag1) kullanim kurallarina ve kosullarina (izin, kaynak gosterim kosulu, telif
hakki, lisans kosullari, ag kullanim kurallari, vb.) uyularak kullanilmalidir.



6. ODTU Bilisim Kaynaklar,
¢ kullanim hakkini, dogrudan ya da dolayl olarak devretmek ya da kiralamak
amaciyla,

e ticari nitelik tasiyan ve gelir teminine yonelik kullanimlar i¢in, Rektorliik
makamindan izin alinmadan,

kullanilmamalidir.
7. ODTU Bilisim Kaynaklar,
e ODTU ici bilgi kaynaklarini (duyuru, haber, dokiiman vb.), yetkisiz ve/veya
izinsiz olarak 3. kisilere/kuruluslara dagitmak amaciyla,

e ODTU'ye ve 3. kisilere/kuruluslara ait bilgilere ve kaynaklara (bilgisayar,
bilgisayar ag1, yazilim ve servisler) izinsiz ve/veya yetkisiz erisim saglamak
amaciyla,

e diger kullanicilarin kaynak kullanim hakkini engelleyici faaliyetlerde
bulunmak amaciyla,

e kaynaklara zarar verici/kaynaklarin giivenligini tehdit edici bicimde
kullanilmamalidir.

8. ODTU Bilisim Kaynaklar,

o genel ahlak ilkelerine aykir1 materyal liretmek, barindirmak, iletmek,
e siyasi propaganda yapmak,
e rastgele ve alicinin istemi disinda mesaj (SPAM iletiler) gondermek

amaciyla kullanilmamalidir.

9.  ODTU Bilisim Kaynaklari, Universite yénetmeliklerine, Tiirkiye Cumhuriyeti
yasalarina ve bunlara bagh olan yonetmeliklere aykiri faaliyetlerde bulunmak
amaciyla kullanilamaz.

10. Yasal Sorumluluk Reddi (Disclaimer) metinleri, Genel ilkelere aykiri kullanimlarin
kabul edilebilir oldugunu gostermez.

4. Yetki ve Sorumluluklar

Universite, temel amaglar1 dogrultusunda, ODTU Bilisim Kaynaklarini kullanicilarina
sunar, bu hizmetlerin ¢alisirlhigini ve siirekliligini saglar.

ODTU Bilisim Kaynaklari kullanicilari, ODTU sunuculari iizerinde kendilerine tahsis
edilen Kullanici Kodu/Sifre ikilisi ve/veya IP (Internet Protocol) adresi kullanilarak
gerceklestirdikleri her tiirlii etkinlikten, ODTU Bilisim Kaynaklarini kullanarak
olusturduklar1 ve/veya kendilerine tahsis edilen ODTU Bilisim Kaynag lizerinde
bulundurduklari her tiirli kaynagin (belge, dokiiman, yazilim, vb.) igeriginden,
kaynagin kullanimi hakkinda yetkili makamlar tarafindan talep edilen bilgilerin dogru
ve eksiksiz verilmesinden, ilgili kaynagin kullanim kurallarina, Universite



Yonetmeliklerine, Turkiye Cumhuriyeti yasalarina ve yasal mevzuata karsi birebir
kendileri sorumludur.

ODTU yénetimi, ODTU Kullanicilari ve Ozel Kullanicilar ile iigiincii kisi veya kuruluslar
arasinda dogabilecek her tiirlii ihtilaf durumunda dogrudan taraf olma hakkini sakli
tutar.

ODTU Rektorliigii ve/veya yetkilendirdigi birimler, ODTU Bilisim Kaynaklar: kullanimi
hakkinda genel-gecer kurallari belirleyip, bu kurallari gelisen teknolojinin 6ngérdiigii
bicimde siirekli olarak degerlendirir ve gerekli degisiklikleri hayata gegirir. Bu tiir
degisiklikler yapildiginda genel duyuru mekanizmalari ile kullanicilar bilgilendirilir.

5. Uygulama ve Yaptirimlar

ODTU Bilisim Kaynaklarimin Genel ilkelere aykir: etkinlikler dahilinde kullanilmasi
durumunda ODTU makamlarn gerceklestirilen eylemin

e yogunluguna,

e kaynaklara veya kisi/kurumlara verilen zararin boyutuna,

e tekrarina
gore asagidaki islemlerin bir ya da birden fazla maddesini, sira ile ya da sirasiz
uygulayabilir;

e  Kullanic sézlii ve/veya yazili olarak uyarilir.

e Kullaniaiya tahsis edilmis ODTU Bilisim Kaynaklar sinirh veya sinirsiz siire
ile kapatilabilir.

e Universite biinyesindeki akademik/idari sorusturma mekanizmalar1 harekete
gecirilebilir.
e Adli yargi mekanizmalar harekete gegirilebilir.

Kullanim ve Kullanici tanimlarinin yetersiz kaldig1 ya da ODTU Bilisim Kaynaklari
Kullamim Politikalari belgesi dahilinde tanimli olmayan durumlar ODTU makamlarinca
degerlendirilir.



BOLUM 2
ODTU’de Bilisim Altyapisi

Yerleske Alan Agi

ODTU'niin yerleske agini, 1990 yilinda Tiirkiye’deki ilk yerleske ag1 olarak kurulan
METU-NET adli omurga agina bagh boliim aglari ve cesitli biiyiikliiklerdeki ¢ok
kullanicili sunucular olusturur. METU-NET, 2011 yilindan beri 10 Gigabit Ethernet
teknolojisi ile desteklenmektedir. Iletisim 4. ve 6. versiyon IP (internet Protokolii)
baglantisiyla saglanmaktadir.

Birimlere ait yerel alan aglari, birimlerin ilgili teknik personeli sorumlulugunda
isletilir. Ihtiya¢ duyuldugunda BIDB Ag Grubu teknik danismanlikta bulunur.
Boliim/birimlerde gorev yapmakta olan idari ve teknik koordinatorlerin listesine;

http://coordinators.metu.edu.tr

adresinden ulasabilirsiniz.

1. Yerleske Disi internet Erisimi

METU-NET, internet baglantisini TUBITAK Ulusal Akademik Ag ve Bilgi Merkezi
(ULAKBIiM), Ulusal Akademik Ag1 (ULAKNET) iizerinden saglamaktadir. Ana
yerleskenin ULAKNET agina baglantis1 1000 Mbps kapasitesinde ¢alismaktadir.
ULAKNET, ana yerleske ve arkasindaki birimlerin (uzak birimler, Mersin Erdemli
Deniz Bilimleri Enstitiisii ve Kuzey Kibris Yerleskesi) Internet baglantisi icin 800
Mbps bant genisligi saglamaktadir. Ana yerleskede bulunmayan Mersin Erdemli Deniz
Bilimleri Enstitiisii 10 Mbps, Kuzey Kibris Yerleskesi ise 30 Mbps kapasite ile METU-
NET'e baglanmistir.

ODTU Internet baglantisini saglayan hattin arizalanmas durumunda yedek olarak
devreye girmek tizere 300 Mbps Internet baglantisi da hazir tutulmaktadir.

Yerleske dis1 internet baglantilarinin durumu ve istatistikleri hakkinda bilgiye, sadece
yerleske icerisinden;

http://lines.metu.edu.tr

adresinden ulasabilirsiniz.



2. ODTU Kablosuz Bilgisayar Agi

ODTU yerleskesi icinde IEEE 802.11a/b/g/n standartlarinda kablosuz ag erisim
servisi sunulmaktadir. Yerleske genelinde kullanici yogunlugu ¢ok olan kiitiiphane,
KKM, derslikler, laboratuvarlar vb. erisim noktalarinda 300 Mbps'e varan fiziksel veri
transfer hizlarin1 destekleyen 802.11n kablosuz ag servisi hizmeti verilmektedir. Bina
ici ve bina dis1 kapsama alanlarini olusturan 400'den fazla erisim noktasinin yerlerini,
destekledikleri standardi ve her tiirlii giincel bilgiyi;

http://kablosuz.bidb.odtu.edu.tr

adresinden 6grenebilirsiniz. Kablosuz ag erisimi sorunlarina yénelik sorun ¢6ziim
semalar1 Boliim 7’de verilmistir.

2.1. Eduroam

Yerleske icinde verilen kablosuz ag erisimi, Avrupa’da egitim kurumlari arasinda
yaygin olarak kullanilan ve liye kurum mensuplarinin kablosuz ag serbest dolasimina
olanak veren eduroam projesinin de parg¢asidir. Bu proje kapsamina dahil olan
kurumlarin kullanicilari tiye kurumlari ziyaretleri sirasinda kendi kurumlarinin
kablosuz agina baglanir gibi kablosuz aga dahil olabilmektedir. Projeye Tiirkiye’den
dahil olan kurumlar1 6grenmek icin;

http://eduroam.metu.edu.tr

adresini ziyaret edebilirsiniz.

2.2. Kablosuz Aga Baglanma

ODTU yerleskesinde kurulu olan kablosuz alan aglarinda MAC (fiziksel adres) tabanl
kimlik dogrulama sistemi calismaktadir. Kablosuz alan agina baglanabilmeniz icin
kablosuz ag kartlarinizin MAC adreslerini, kullanici kodu ve sifrenizle giris yaparak;

http://netregister.metu.edu.tr

adresinden kimlik dogrulama sistemine tanitmaniz gerekmektedir. En fazla 4 adet
cihaz kaydi yapabilirsiniz. Tanitma isleminden hemen sonra kablosuz ag erisiminiz
kullanima agilacaktir.

2.3. MAC Adresi Bulma

o Windows isletim sistemlerinde;
Baslat > Programlar - Donatilar - Komut Istemi

yoluyla agilan komut istemi ekraninda getmac /v komutunu girerek Enter tusuna
basin. Kablosuz Ag Baglantisi satirinda Fiziksel Adres kolonunun altinda
kablosuz ag kartinizin MAC adresini gorebilirsiniz.


http://eduroam.metu.edu.tr/

B C:\Windows\system32\cmd.exe =)
icrosoft Windows (Slrlin 6.1.7600) 2
elif Hakki <c) 2089 Microsoft Corporation. Tim haklari sakladar.

m

NUsers\Metullser>getmac /v
aglanti ada fAg Bagdagtairica Fiziksel adres fiktarna Adx

Nerel Ag§ Baglan ln;;};g; PRO/18 99-8C-29-92-6E-11 \Device\Tcpip (6FESCE6A-EE?2

Pg -
Kabhlosuz A§ Bag ;#:ro,l; 8e2. 0B-26-82-4A-AB-15 \Device\Tcpip (E73684CC-C63B

C:\Users\MNetullser>

e MAC OSX isletim sistemlerinde;
Apple = System Preferences - Network

yoluyla acilan pencerede sol taraftaki baglanti noktalari arasindan AirPort
secenegini secin. Advanced diigmesine tikladiginizda agilan ekranda AirPort
sekmesi altindaki AirPort ID satirinda kablosuz ag kartinizin MAC adresini
gorebilirsiniz.

DNS WINS 802.1X Proxies Ethernet

Preferred Networks

| Network Name Security
YASAMKENT_A BLOK None |
mnet-cyberpark None d
YU_NET_MK2 None y
USRS5451 None vJ
+ ~ 7/ Drag networks into the order you prefer,

7R W rks this comp has joined

. Disconnect when logging out
Require administrator password to

__ Create ¢ -to~-comp ks
__ Change networks
__ Turn AirPort on or off

) (Cancel ) (oK




iOS (iPhone/iPad) isletim sistemlerinde;
Ayarlar - Genel - Hakkinda

yoluyla a¢ilan ekrandaki Wi-Fi Adresi satirinda
cihazinizin kablosuz ag MAC adresini gorebilirsiniz.

Seri Numara

Android isletim sistemlerinde;

[Wi-Fi Adresi 40:A6:D9:A0:72 17]

Menii = Ayarlar - Telefon hakkinda = Donanim Bluetooth
BilgiSi IME!

iccip

yoluyla a¢ilan ekrandaki Wi-Fi MAC Adresi satirinda
cihazinizin kablosuz ag MAC adresini gorebilirsiniz.

Modem Firmware

Telif Hakki

Windows Mobile isletim sistemlerinde;
Dizenleyici
Settings - System -> Version “
yoluyla a¢ilan My Device ekraninda Wi-Fi (IEEE
802.11 b/g) altindaki MAC satirinda cihazinizin
kablosuz ag MAC adresini gorebilirsiniz

3. Yurtlar Bolgesi IP-MAC Adresi Eslestirmeli Kayitlari

Yurtlarda ikamet eden 6grencilerin ag baglantilarinda, hem kullanicinin hem de
yerleske ag servislerinin giivenligini saglamak amaci ile IP-MAC adresi eslemesi
kullanilmaktadir. Bu kapsamda yurtlarda ikamet ediyorsaniz, kullaniminiza sunulan
kablolu (Ethernet) ag hizmetinden yararlanabilmeniz i¢cin kullanici kodu ve sifrenizle;

http://netregister.metu.edu.tr

adresine giris yaparak kimlik dogrulama sistemine erisimini saglamak istediginiz
bilgisayarin ag bagdastiricisinin MAC adresini tanitmaniz gerekmektedir.

Windows isletim sistemlerinde;
Baslat = Programlar - Donatilar - Komut Istemi

yoluyla a¢ilan komut istemi ekraninda getmac /v komutunu girerek Enter tusuna
basin. Yerel Ag Baglantisi satirinda Fiziksel Adres kolonunun altinda Ethernet
kartinizin MAC adresini gorebilirsiniz.

MAC 0SX isletim sistemlerinde;
Apple > System Preferences - Network

yoluyla acilan pencerede sol taraftaki baglanti noktalari arasindan Ethernet
secenegini secin. Advanced diigmesine tikladiginizda agilan ekranda Ethernet
sekmesi altinda Ethernet ID satirinda kartinizin MAC adresini gorebilirsiniz.

UNIX/Linux isletim sistemlerinde;

Ethernet bagdastiricilar1 bge0, ie0, eth0 vb. sekillerde ifade edilir. Sisteme “root”
kullanicisiyla baglandiktan sonra komut satirina ifconfig -a yazip Enter tusuna



basin. HWaddr ya da ether satirinda Ethernet kartinizin MAC adresini
gorebilirsiniz.

4. Kiitiphane Kaynaklarina ODTU Disindan Erisim

ODTU Kiitiiphanesi tarafindan temin edilen elektronik kaynaklara ODTU disindan
erismek icin web dnbellekleme servisini kullanabilirsiniz. ODTU BIDB tarafindan
verilmekte olan bu servisten faydalanmak i¢in tarayici programina servisi tanitmaniz
gerekmektedir. Bununla ve web dnbellekleme servisiyle ilgili detayl bilgiye;

http://bidb.odtu.edu.tr - Ag Servisleri = Diger Servisler = Yerleske i¢ci Web
Onbellekleme

yoluyla ulasabilirsiniz. flgili kaynagin adresine baglanmadan énce, Internet tarayicisi
ayarlarini yapmanizin yani sira,

http://netregister.metu.edu.tr

adresindeki sayfaya kullanici kodu ve sifrenizle giris yaparak tek kullanimlik sifre
almaniz gerekmektedir. Bu sifre, alindiktan sonraki 2 saat icinde gegerli olup
kiitiphanenin tiyesi oldugu kaynaklara erismek i¢in kullanilir. Kaynaklara erismek
istediginizde sorulan kullanici kodu ve sifre olarak buradan alinan kullanici kodunu ve
tek kullanimlik sifreyi girmeniz gerekmektedir.

5. Cevirmeli Ag Baglantisi

Yerleske disindan ¢evirmeli ag ile internete baglanmak icin ODTU kullanicilarina acik
210 43 00 numarali 33,6 Kbps hizinda bir modem hatti bulunmaktadir. Bu hatta
yerleske icerisindeki dahili telefonlardan da erisebilirsiniz. Kullanici kodu ve sifrenizle
yararlanabileceginiz bu hat sehir i¢i telefon {icret tarifesine gore ticretlendirilir.

Cevirmeli ag baglantisi ayarlari icin gerekli bilgilere;

http://bidb.odtu.edu.tr - Ag Servisleri > Diger Servisler > Modem Hatlari

yoluyla erisebilirsiniz.

Merkezi Sunucu Sistemler

ODTU BIDB donanim parki, tiim ODTU yerleskesine hizmet veren, gesitli kullanic
kitlelerine yonelik ¢alisan ve ¢ok ¢esitli islevleri yerine getiren sunucular
icermektedir. 7/24 kesintisiz olarak isletilen bu sunuculara Putty, SSH Secure Shell vb.
programla baglanabilirsiniz.

e Beluga, Orca

Universitemizdeki tiim kullanicilara agik olan, beluga.cc.metu.edu.tr ya da
orca.cc.metu.edu.tr adreslerinden baglanabileceginiz sunuculardir. Bu sunuculara



baglanarak Pine, Mutt gibi e-posta yazilimlar1 kullanabilir, sunucu tizerinde yazilim
derleyebilir ve ¢calistirabilir, bunun yaninda lisanslh yazilimlar kullanarak akademik
¢alismalar yturiitebilirsiniz. Bu sunucular tizerinde kurulu derleyiciler sunlardir:

xlc (C), xIf (FORTRAN), gec (GNU C), g++ (GNU C++), g77 (GNU FORTRAN)

e External

ODTU yerleskesi disindan erisime kapali olan Orca ve Beluga sunucularina ulasmak
icin, istediginiz sunucu sisteme baglanmadan 6nce, external.cc.metu.edu.tr
adresinden baglanmaniz gereken sunucudur.

METU-CA Kok Sertifikasi

METU-CA, merkezi sunucularda ¢alisan web, POP, IMAP vb. servisler i¢cin
kullanilabilen sunucu sertifikalarini tiretmek ve yonetmek icin kurulmus elektronik
sertifika otoritesi uygulamasidir.

METU-CA tarafindan iiretilen sertifikalarin kullanildig1 servislerde sertifikanin
taninmadigina dair uyari mesaji almamak ve giivenli veri aktarimi saglamak i¢in
e-posta veya internet tarayici programiniza METU-CA kok sertifikasini tanitmaniz
gereklidir. Bunun i¢in izlemeniz gereken adimlara ve sertifikayla ilgili detayl bilgiye;

http://bidb.odtu.edu.tr = Givenlik = Sertifika Hizmetleri

yoluyla erisebilirsiniz.

Bilgisayar Salonlari

Yerleske icinde BIDB'nin islettigi 18 adet salonda toplam 500’den fazla bilgisayar
bulunmaktadir. Salonlarin bulundugu béliim ve yurtlar sunlardir:

1. Yurt 9. Yurt Makine Miih. II Enddstri Miih. 11
2.Yurtl Isa Demiray Yurdu Insaat Miih. Beseri Bilimler
2. YurtII Faika Demiray Yurdu Hazirlik I Fizik

2. Yurt II1 Refika Aksoy Yurdu Hazirlik I1

8. Yurt Makine Miih. I Endiistri Miih. I

Bilgisayar salonlarinda Linux ve Windows isletim sistemi secenekleri bulunmaktadir.
Salonlarin ¢alisma saatleri, donanim yapilandirmalaryi, yiikli yazilimlar ve salon
kurallari ile ilgili bilgilere;

http://bidb.odtu.edu.tr & Donanim Olanaklar1 = PC Salonlari

yoluyla ulasabilirsiniz.
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Boliimlerdeki salonlar hafta ici her giin, 6gle aralar1 harig, 09.00-17.00 saatleri
arasinda kullanima agiktir. Yurtlar bolgesindeki salonlarin ¢alisma saatleri hakkinda
detayl bilgiye yukaridaki baglantidan ulasabilirsiniz. Bilgisayar salonlarinin isletimi
mesai saatlerinde salon operatorleri, mesai saatleri disinda 6grenci asistanlari
tarafindan gerceklestirilmektedir.

Salonlarin uygulamalari, teknik altyapisy, isletimi hakkindaki goriis ve dnerilerinizi;
http://bidb.odtu.edu.tr - Donanim Olanaklar1 = PC Salonlari

baglantisindaki goris ve dneri formunu doldurarak iletebilirsiniz.

Yazici Cikti Servisi

PC salonlarindaki yazici ¢ikt1 servisinden sayfa basi1 0,10 TL ticret karsiliginda
faydalanabilirsiniz. Bunun i¢in gerekli licreti, 6grenci kimlik kartiniza yiiklediginiz
kredi ile BIDB B-Blok, 1.Kat, 118 numarali odada bulunan yazici ¢ikt1 hizmeti
operatoriine basvurarak ddeyebilirsiniz. Kimlik kartiniza Ciizdanmatik cihazlarn
araciligiyla kredi ytikleyebilirsiniz.

Yazici
Yer Tarayici Projeksiyon | Akilli Tahta
Siyah-Beyaz Renkli

Bilgi islem Daire Bsk. X X X X X
Beseri Bilimler X X X

Endiistri Miih. 1 X X X

Endiistri Miih. 2 X

Fizik X X

Hazirhk 1 X X

Hazirhk 2 X X

Insaat Miih. X X

Makine Miih. 1 X X X

Makine Miih. 2 X

1. Yurt X X X

2.Yurt1 X X X

2.Yurt 2 X X

2.Yurt 3 X X X
8. Yurt X X

9. Yurt X X X

isa Demiray Yurdu X X

Faika Demiray Yurdu X X X

Refika Aksoy Yurdu X X
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Bunun yaninda 2. Yurt 1. PC Salonu’'nda gérme engelli kullanicilarimiz i¢in kabartma
baski yapabilen Braille Yazici servisi de sunulmaktadir.

Lazer 6zellikli yazicilar ile ilgili detayl bilgi almak icin;

http://bidb.odtu.edu.tr - Kullanici Destek = Yazic1 Cikt1 Servisi

baglantisindan yararlanabilirsiniz.

Lisansh Yazilimlar

BIDB, ihtiyac ve talepler dogrultusunda yerleske genelinde kullanilmak iizere
lisanslar1 her y1l yenilenen yazilim temin etmektedir. Kullanicilarimiz lisansi alinan
her yazilimin son siirimlerini kullanma olanagina sahiptir. Lisansh yazilimlarla ilgili
detayl bilgiye;

http://bidb.odtu.edu.tr - Lisansh Yazilimlar

adresinden ulasabilirsiniz.

Bu yazilimlar bilgisayarlarin donanim yapilandirmasina gore degismekle birlikte tim
PC salonlarimizda ytiklidiir. Bu konuyla ilgili detayl ve giincel bilgiye;

http://bidb.odtu.edu.tr - Donanim Olanaklar1 - PC Salonlar1 - PC Salonlarinda
Yikli Yazilimlar

adresinden ulasabilirsiniz.
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BOLUM 3
Kullanici Hesaplari ve E-Posta

Hizmetleri

Kullanici Hesaplari

Universitenin bilisim kaynaklarini kullanabilmeniz i¢in merkezi sunucu sistemler
tizerinde tanimh kullanici kodunuzun olmasi gerekmektedir. Universiteye kayit
yaptirmak icin geldiginizde merkezi sunucu sistemler iizerinde otomatik olarak
acilmis hesabinizin kullanici kodu ve gegici sifreniz kapal zarf i¢inde size verilir.
Hesabinizi kullanabilmek i¢in gecici sifrenizi bir an 6nce degistirmelisiniz. Kullanici
hesaplari ve sifrelerle ilgili genel bilgilere;

http://bidb.odtu.edu.tr - Kullanici Destek - Kullanici Hesaplari

yoluyla ulasabilirsiniz.

Kullanic1 hesaplar1 Universite yonetimince kabul edilmis olan ve Boliim 1’de yer alan
oDTU Bilisim Kaynaklar1 Kullanim Politikalari ve;

http://bidb.odtu.edu.tr - Politikalar & Kurallar

baglantisinda yer alan politika ve kurallara uygun bicimde kullanilmalidir.

1. Kullanici Kodu ve Sifre

Kullanici kodu ve sifrenizle e-posta servisinden yararlanmak, kisisel web sayfalari
hazirlamak, PC salonlariny, yazici ¢ikti servisini ve merkezi sunucular tizerindeki
yazilimlar1 kullanmak, elektronik haberlesme listelerine ulagsmak, ODTU’niin modem
hatlarini kullanmak miimkiindiir. Bu servisleri saglikli bir bicimde kullanabilmek i¢in
sistemde tanimli kullanici kotasin1 asmamaya dikkat etmelisiniz.

Ayrica, donem baslarindaki ders kayitlari da kullanici kodlari ile yapilmaktadir.

e Sifrenin Onemi

Sifre, kullanici hesabinin kisiye 6zel kalmasini saglar. Sifrenizi yeterince giivenli
se¢meli ve kimseye sdylememelisiniz. Sifre en az 6, en fazla 8 karakterli, Tiirkce
karakter (¢, C, 1,1, 8 G, 0, 0,s, S, i, U) icermeyen, harf ve rakamlardan olusan, tercihen
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icinde *; ! : # gibi 6zel karakterlerin de gectigi, kolay tahmin edilemeyecek, ad, soyad,
dogum tarihi (1900 - 2100 ve 00 - 99 arasi rakamlar) vb. icermeyen bir sifre olmahdir.
Merkezi sunucu sistemlerin UNIX sunucular olduguna ve bu sistemlerde biiyiik ve
kii¢iik harf ayriminin bulunduguna dikkat etmeniz gereklidir.

Ornek Kullanic1 Kodu (login): 123456
Ornek Sifre (password): Akap!aN7

2. Sifre Degistirme

Kullanici kodu sifrenizi Kullanic1 Hesap Yonetimi sayfasindan, Horde arayiizii
tizerinden ya da SSH ile merkezi sunucu sistemlere baglanarak degistirebilirsiniz.

2.1. Kullanici Hesap Yonetimi Sayfasindan Sifre Degistirme

Kullanic1 Hesap Yonetimi sayfasina;
https://useraccount.metu.edu.tr

adresinden mevcut sifrenizle giris yaptiktan sonra Sifre Degistir diigmesine
tiklayarak kullanici kodu sifrenizi degistirebilirsiniz.

ODTU’ye yeni girdiyseniz, kayitlar sirasinda verilen gecici sifreyle bu sayfaya
giris yaparak kalic1 sifrenizi belirlemeniz gereklidir.

(D ODTU Kullanici Hesap Yonetimi
o SIFREDEGISTR = KURTARMAE-POSTASIBELIRLE & CIKIS

Yeni Sifre: | OOOOOOO0

Sifre Tekrar: | COOOOOO0O

2.2. Horde ile Sifre Degistirme
Horde arayiiziine;
https://horde.metu.edu.tr

adresinden giris yaptiktan sonra sol mentiide bulunan Hesabim baslig1 altindaki Sifre
secenegini secerek kullanici kodu sifrenizi degistirebilirsiniz.
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https://horde.metu.edu.tr/

o Bk a2 B 0 3 %
Horde Posta Takvim Notlar Gérevler Sifre| Adres Defteri Sorun Yardm Gikis

I
- [ Horde Sifrenizi degistirin
& [ Posta ODTU merkezi sunucu sifreniz dedistiriliyor
- (¥ Duzenleme Eski gifre:| seeesees o
- [ silgi Yeni sifre:[sssesee | ®
= & Hesabim Yeni sifreyil.""" | ®
- ~_ |dogrulaymmz: o
B3 Dosya Yonetici e r—— g
& sifre
®- g Secenekler
- g Cilas
7

2.3. SSH Baglanti ile Sifre Degistirme

Putty, SSH Secure Shell vb. programla merkezi sunucu sisteme giris yaptiktan sonra
komut satirina passwd komutunu girerek sifrenizi degistirebilirsiniz.

metuuser:~> passwd

Changing password for metuuser...

0ld Password:

New Password:

New Password Again:

Password changed successfully for user metuuser.
metuuser:~> l

3. Yeni Sifre Alma

Sifrenizi unutmamz durumunda BiDB’ye gelmeden yeni bir sifre alabilmek icin daha
o6nceden Kullanic1 Hesap Yonetimi sayfasindan bir kurtarma e-posta adresi kaydetmis
olmamniz gereklidir. Bunun i¢in Kullanic1 Hesap Yonetimi sayfasina;

https://useraccount.metu.edu.tr

adresinden mevcut sifrenizle giris yaptiktan sonra Kurtarma E-Postasi Belirle
diigmesine tiklayarak ODTU disindan bir e-posta adresi kaydetmelisiniz.

Daha 6nce bir kurtarma e-posta adresi kaydetmediyseniz ya da kurtarma e-posta
adresinize ulasamiyorsaniz ODTU kimliginizle BIDB B-Blok, 1.Kat, 114 numarali odaya
basvurmaniz gereklidir.

ODTU’ye yeni girdiyseniz, kayitlar sirasinda verilen gegici sifreyle bu sayfaya
giris yaparak kurtarma e-posta adresinizi belirlemeniz gereklidir.
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(D ODTU Kullanici Hesap Yonetimi

 SIFREDEGISTIR ~ © KURTARMAE-POSTASIBELIRLE " CIKIS

Sifrenizi unuttugunuz durumda bu sayfada belirlemis oldugunuz ODTU digi kurtarma e-posta adresinize yeni
bir sifre gonderilecek ve ayni e-postada yer alan linke baglanarak sifrenizi 24 saat iginde aktive etmeniz
beklenecektir.

Kayith E-Posta :  Tamiml degil

Kurtarma E-Posta ~metuuser@abc.com

Adresi :

Sifrenizi unutursaniz Kullanici Hesap Yonetimi sayfasindaki Sifrenizi mi unuttunuz?
baglantisina tiklayinca agilan sayfaya kullanic1 adinmizi girip E-posta Gonder
diigmesine tiklayin. Onceden belirlemis oldugunuz ODTU dis1 kurtarma e-posta
adresinize yeni bir sifre gonderilecek ve ayni e-postada yer alan linke baglanarak
sifrenizi 24 saat icinde aktive etmeniz beklenecektir.

4. Kota

Kullanic1 hesap sahiplerine merkezi sunucular lizerinde ayrilan disk alanina kota
denir. ODTU kullanicilarina dosya ve e-postalari i¢in iki ayr1 kota tanimlanmistir.
Kullanici kodu ile yaptiginiz islemlerde sorun

Kota Gériintiile yasamamaniz i¢in verilen kotalari asmamaniz ve

File Quota: . . . .

Homs drectorys Fomesos diizenli olarak kontrol etmeniz gerekmektedir.

Current usage 121664 KB (%48,67) .

Quota 250000 KB Horde araytiziinden hem dosya, hem de e-posta

Final quota 260000 KB o i~ .. ..

i e kotanizin son .(.iurumunu gorebilirsiniz. Bunun i¢in

File limit 3000 Horde araytiziine;

File final limit 5000

Mail Quota: https://horde.metu.edu.tr

Current usage 21 MB (% 4,2)

ot 5‘” adresinden giris yaparak énce sol mentide bulunan
a|

Hesabim baslig1 altindaki Dosya Yéneticisi
secenegini secin. Daha sonra tist mentide bulunan
Kotay1 Kontrol Et diigmesine basarak dosya ve e-posta kota bilgilerine erisebilirsiniz.

5. Merkezi Sunucu Sistemlerde Dosya Aktarimi

Merkezi sunucu sistemlerde, size ayrilan dosya kotasini asmamak kosuluyla belge,
resim, miizik vb. dosyalari saklayabilirsiniz. Dosyalari sunuculara aktarmak i¢in;

16


https://horde.metu.edu.tr/

https://horde.metu.edu.tr

adresinden Horde arayiiziine giris yaparak sol menitide bulunan Hesabim bashgi
altindaki Dosya Yoneticisi segenegini secin. Dosya yliklemek icin G6z at diigmesine
basarak aktarmak istediginiz dosyay1 se¢ip Dosya Yiikleme diigmesine basin.

Dosya ve dizinlerle ilgili degisiklik yapmak i¢in, degisiklik yapmak istediginiz dosya/
dizinin solunda bulunan kutucugu isaretledikten sonra “Eylemler” listesine tiklayarak
yapmak istediginiz islemi (izinleri Degistir/Kopyala/Kes/Sil/isim Degistir) secin.

HOrpe =| & = ; 2 = = A & =

C ] 51 o
Evim| Dizin Yarat Dizin Dedistir Kotay! Kontrol Et Horde Posta Takvim Notlar Gérevler Sifre Adres Defteri

- - —
o~ torde Secenekler Sorun Yardm Cikis [Kok] B 4 madde
- [ Posta Eylemler:

[ (3§ Duzenleme Eylemler: — . .

silgi 1zinleri Degistir Degistirildi Boyut Izin Sahip Grup
- " Kopyala 06-02-2009 driwx------ 121022 stps_phd
= & Hesabim Kes S 3 & stps_p

mDosya Yonetici eimideciotr e 06-02-2009 - drwxr-xr-x 121022 stps_phd
- el e e

- {8 Sifre Z[ shtid.doc & 01-07-2009 104,960 -rwx------ 121022 stps_phd
M"'séze:e"emer ¥ [# Géruntioo1.jpg &y 01-07-2009 472,878 -rwx------ 2121022 stps_phd
[ kis

_/ 2 Dizin ve 2 Dosya (578 KB)
Dosya 1: [ Dosya Ses | Dosya segimed |

Merkezi sunucu sistemlere dosya aktarimini Putty, SSH Secure Shell vb. programlar
kullanarak da yapabilirsiniz.

6. Yedekleme Servisi

Merkezi sunucular sizerindeki kullanici disklerinde bulunan veriler, manyetik teyplere
veya diger uygun goriilen ortamlara giinliik olarak yedeklemektedir. Hesabinizdan
yanlislikla adres defterinizi, gelen kutusundaki e-postalar1 ya da dosyalari silseniz bile
bu verilere 6 ay geriye doniik olarak yedeklerden ulasmak miimkiindiir. Bunun igin
yedekleme sayfasina;

http://backup.cc.metu.edu.tr

adresinden giris yaparak hangi giinkii yedeklerini istediginizi se¢in. Bagvurudan
sonraki ilk is giinii icinde, talep ettiginiz 6ge yedeklerde varsa kullanict hesabiniza
yliklenir ve sonug e-posta ile iletilir.

Yedekleme sisteminde meydana gelebilecek sorunlardan dolayi sildiginiz dosyalara
her zaman ulasilamayabilir.
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Basvuru Sahibinin
Adi Soyadi: metu user
Boluma: Bilgi Islem Daire Baskanligi
E-Posta Adresi: metuuser@metu.edu.tr

« Ayni tarihli olmak kosuluyla birden fazla dosya ya da dizin igin yedek talebinde bulunabilirsiniz. Ancak yedek
alma taleplerinin ok yogun olmasi ve zaman almasi nedeniyle asagidaki 3 alandan sadece birisi igin yedek talebinde
bulunabilirsiniz.

« Ikinci bir talepte bulunabilmek igin birinci yedek talep iglemlerinin bitmesi gerekmektedir.

¢ Yedekler her ginin aksami alinmaktadir. Bu nedenle ayni giin iginde gelen e-postalarin silinmesi durumunda
yedeginin alinmasi mamkdn degildir.

E-posta adres defterimi yedeklerden indirmek istiyorum.
Merkezi Sunucular (orca/beluga/rorqual/narwhal) tzerindeki kullanici hesabimda bulunan dosya ya da
dizinlerimin yedeklerden indirilmesini istiyorum. (Ev dizininizdeki tasniflenmis e-postalar -OLDINBOX, sent-

mail gibi- bu kategoriye girmektedir.)

Merkezi Sunucular (orca/beluga/rorqual/narwhal) tGzerindeki kullanici hesabimda bulunan "INBOX"
yedegimi istiyorum.

Hangi tarihli yededi istiyorsunuz?

Buginun tarihi 13-09-2011 dir. Yedekler en fazla 6 ay geriye y6nelik olarak alinabilmektedir. 13-03-2011
tarihinden onceki yedeklere erisim mimkin dedildir.Bu nedenle bu tarihten énceki talepler dikkate alinmayacaktir.

Liitfen yedek tarihini seciniz E

E-Posta

ODTU 6grencisi olarak kullanic1 kodlarinizla e-posta hizmetinden yararlanabilirsiniz.
Ogrenci numaraniz 123456-7 ise kullanici kodunuz €123456‘dir. ODTU’ye yeni
girdiyseniz, kayitlar sirasinda size verilen 13 karakterli gecici sifreyle;

https://useraccount.metu.edu.tr

adresindeki Kullanici1 Hesap Yonetimi sayfasina giris yapip kalici sifrenizi ve kurtarma
e-posta adresinizi belirlemeniz ve ad.soyad @metu.edu.tr bicimindeki e-posta
adresinizi segmeniz gereklidir.

Size gonderilen e-postalar Gelen Kutusu (INBOX) ad1 verilen mesaj kutusuna
kaydedilir. Gerek e-posta sunucusunun saglikli calismasi, gerekse e-posta okuyup
yollarken sorun yasamamaniz i¢in Gelen Kutusu boyutu kiiciik tutulmaldir.

E-postalariniza erismek icin Horde, SquirrelMail veya pine yazilimlarini ya da POP3/
IMAP servisleri tizerinden Live Mail, Windows Mail, Outlook, Outlook Express, Mozilla
Thunderbird vb. e-posta istemcilerini kullanabilirsiniz.

1. Horde

Horde, hesabinizdaki e-postalarinizi gériintiileyebileceginiz, takvim, gorevler, notlar
gibi uygulamalarla islerinizi organize edebileceginiz, kullanici hesabi islemlerinizi
kolaylikla yapabileceginiz bir hizmettir. Horde araytiziine;

https://horde.metu.edu.tr

adresinden ulasabilirsiniz.
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1-9/9ileti
Seginiz: +||isaretle: v| Tasi|Kopyala| iletileri v

- @ Dizenleme Sil | Silme \ Kara Liste \geyaz Liste ‘ lletl Istenmeyen Ileti Olarak Rapor EtlTemiz Olarak Rapor E\‘.\ iletileri Goster Silinecekleri Temizle

- [E] Bilgi [} #  aTarih Kimden Konu [Konu Obegi] Boyut
B A Hesabim B 1 31-08-2011 Ayberk Koc Re: user account sayfasi hk. 21 KB|
+-- B3 Dosya Yénetici 2 06-09-2011 nevin@metu.edu.tr [CC-USG: 4085] (konu yok) 4 KB
i & Sifre 3 08-09-2011 Mahmut TEKER [CC-ALL: 4491] Dugun Davetiye 568 KB
- & Secenekler 4 08-09-2011 cc-tracker@metu.edu.tr [Hot-Line - Task #2622] (New) Yeni Yuksek Lisans, Doktora ve Af( 2 KB
- @l Cikis 5 09-09-2011 feride erdal Re: E-posta gonderme hata mesaji 3 KB
6 09-09-2011 Ozge Alacam Mezun - yeni kayit eposta kapamama maili hakk. 2 KB
DA 7 09-09-2011 yusuf safak bayram Re: [TSG-SYS: 94604] hesabiniz kapanmayacak mesaji 2 KB
(] 8 12-09-2011 Can Acan Re: [HOTLINE: 111226] Re: [TSG-SYS: 94596] Re: Re: Re: merha 203 KB
(] 9 12-09-2011 Hasan Nadir Derin Re: [HOTLINE: 111261] Re: [TSG-SYS: 94596] Re: Re: Re: merha 10 KB

Horde hakkinda daha detayl bilgiye;

http://bidb.odtu.edu.tr > E-posta Servisleri > Web-tabanl E-posta Servisleri 2>
Horde E-posta Arayiizii Kullanim Kilavuzu

baglantisindan ulasabilirsiniz.

2. SquirrelMail

SquirrelMail, gelen e-postalar1 web tizerinden okumak ve diger kisilere e-posta
gondermek icin kullanilan, basit, kullanish ve acik kaynak kodlu bir yazilimdir.
SquirrelMail araytiziine;

https://sgrl.metu.edu.tr

adresinden ulasabilirsiniz.

SmMG?;:nm Mesaj Yaz Adresler Klasorler Segenekler Ara Yardm
(E-posta Kontrolii Yap)
| Sonraki | 1 2 | Tumiini Goster | Timiini Se¢/Birak Gorintilenen Mesajlar: 1 ile 10 aras1 (toplam 15)
Gelen Kutusu Secii OgeyiTase Seqii Mesajlan Dontistir
oyl Golen Kuusu__[3]
Trash Gonderen @ Tarih @ Konu
Deleted Items [ feride erdal 430pm  [USG-PC: 7076] Re: Grup Toplantisi
g::;dMW [7] BIDB Hot-line Servisi 12:05pm +[USG-PC: 7075] Fwd: Giivenlik kameralarmsn yaym
ok el [7] feride erdal Cum. 12:04 pm [USG-PC: 7073] Re: Grup Toplantisi
sent-mail [7] cc-tracker@metu.edu.tr Cum, 9:19 am [Elektronik Yaymlar - Task #3061] (Assigned) Aka...
Sent [ feride erdal Cum, 9:13 am *+Fwd: [Elektronik Yaymlar - Task #3061] Akademik Takvi ..
Sent Items [7] ce-tracker@metu.edu.tr Per. 5:17 pm gitimler / Seminerler - Event #2417] AnkaSEC Konferan ..
SELE [7] Hasan Nadir Derin Per, 3:34 pm +Re: Ceviri
[7] ce-tracker@metu.edu.tr Car, 5:07 pm  [Elektronik Yaymlar - Task #3061] Akademik Takvi...
[7] Necmiye Erdem Car. 145pm [CC-ALL: 4507] KPDS Son basvuru giinii
[7] Torahim Calisir Car, 943 am [CC-ALL:4506] Re: 144.122.202 0/24 aginda otomatik IP ..

| Sonraki | 1 2 | Tumiini Goster | Timiini Se¢/Birak Gériintilenen Mesajlar: 1 ile 10 arast (toplam 15)

SquirrelMail ile ilgili detayl1 bilgiye ekrandaki list mentide yer alan Yardim
diigmesiyle ulasabilirsiniz.
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3. Pine

Putty, SSH Secure Shell vb. programla merkezi sunucu sisteme giris yaptiktan sonra
komut satirina pine komutunu girerek yazilimi ¢alistirabilirsiniz.

PINE 4.58 MAIN MENU Folder: INBOX No Messages

? HELP - Get help using Pine

C COMPOSE MESSAGE - Compose and send a message

I MESSAGE INDEX - View messages in current folder
FOLDER LIST Select a folder to view

A ADDRESS BCCK - Update address book

S SETUP - Configure Pine Options

Q QUIT - Leave the Pine program

Copyright 1989-2003. PINE is a trademark of the University of Washington.

Help 2 PrevCmd 2 RelNotes
OTHER CMDS E [ListFldrs] NextCmd KBLock

Pine metin tabanl bir program oldugundan fare kullanilmaz. Klavyedeki oklarla ya da
pencerenin alt tarafindaki komutlarin harf tuslariyla islemler gergektirilir.

4. POP3 ve IMAP

POP ya da POP3 (Post Office Protocol-Version 3) ve IMAP (Internet Message Access
Protocol), bilgisayar tizerinden Outlook Express, Windows Mail, Windows Live Mail,
Microsoft Outlook, Mozilla Thunderbird vb. istemciler ya da mobil cihazlar araciligiyla
e-postalariniza ulasabilmenizi saglayan e-posta okuma servisleridir.

Sunucu tiiriinii e-posta okuma programi ayarlarini yaparken belirlemeniz gereklidir.
Mesajlariniza ve sunucu iizerindeki klasorlerinize birden fazla bilgisayardan ulasmak
isterseniz IMAP, sunucu iizerindeki klasorlere erismenize gerek yoksa ve gelen
kutunuzu bilgisayariniza indirip mesajlariniza yalnizca bu bilgisayardan ulagsmak
isterseniz POP3 se¢meniz gerekir.

4.1. Outlook Express ve Windows Mail

Windows XP ve Oncesi isletim sistemlerinde bulunan Outlook Express ve Windows
Vista isletim sisteminde bulunan Windows Mail programinda;
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Araclar - Hesaplar - Ekle - Posta (E-Posta Hesabi)

yoluyla hesap ekleme penceresini a¢in. Sunucu adlar1 ekraninda, gelen posta sunucu
adresini IMAP i¢in imap.metu.edu.tr, POP3 icin pop3.metu.edu.tr olarak yazin. Her
iki sunucu tiiri icin de giden posta sunucu adresi smtp.metu.edu.tr olmalidir.
Windows Mail’da Giden sunucu icin kimlik dogrulamasi gerekiyor kutucugunu
isaretleyin.

Kurulum tamamlandiktan sonra internet Hesaplar1 penceresinde Ozellikler
diigmesine tiklayin. Outlook Express’te Sunucular sekmesindeki Sunucum kimlik
dogrulamasi gerektiriyor kutucugunu isaretleyin. Gelismis sekmesinde sunucu
baglant1 noktasi numaralarini giden postada 587, gelen postada IMAP i¢in 993, POP3
icin 995 olarak yazin ve Bu sunucu i¢in giivenli baglanti (SSL) gereklidir
kutucuklarini iki sunucu i¢in de isaretleyin.

¥® imap.metu.edu.tr Ozellikleri 21 x| ¥ pop3.metu.edu.tr Ozellikleri | 21 x|
Genel I Sunucularl Baﬁlanh] Giivenlik  Gelismis IIMAP ] Genel I Sunucular] Baﬁlantl[ Giivenlik Gelismis |

Sunucu Baglant Noktasi Numaralan Sunucu Baglant Noktasi Numaralan

Giden posta [SMTP): 587 Warsaplanlan Kullan Giden posta [SMTP): 587 Varsayilanlan Kullan

[V Bu sunucu igin guivenli bagdlant [SSL) gereklidir ¥ Bu sunucu igin givenli baglant [SSL) gereklidit
Gelen posta (IMAP): 933 Gelen posta (POP3): 995
[V Bu sunucu icin givenli baglant (SSL) gereklidic ¥ Bu sunucu igin guivenli baglant (SSL) gereklidit
Sunucu Zaman Agimlan Sunucu Zaman Agimlan
Kisa =/~ Uaun 1dskika Ksa =f———— Uan 1dakka
Gonderirken Gonderiken
I™ Bliyiiklugii IW 3: KB'tan fazla olan iletileri bl I™ Buiyiiklugii I‘i‘" 31 KB'tan fazla olan iletileri bal
Teslim

[V iletilerin bir kopyasini sunucuda biraki

™ Sunucudan |5 3: giin sonra kaldir

[™ Silinmis Ogeler'den siindiginde sunucudan kaldr

Tamam I iptal | Uygula | Tamam I iptal I Uygula l

Sunucu tiirtinii POP3 sectiyseniz e-postalar sabit diske indirilirken sunucudan silinir.
E-postalarin sunucuda da kalmasini tercih ederseniz ayni penceredeki iletilerin bir
kopyasini sunucuda birak kutucugunu isaretleyin.

4.2. Windows Live Mail

Windows Live program grubunun bir parc¢asi olan Windows Live Mail programinda
Hesaplar sekmesindeki E-posta diigmesine tiklayarak hesap ekleme penceresini agin.
Sunucu ayarlar1 ekraninda, gelen posta sunucu adresini IMAP i¢cin imap.metu.edu.tr,
POP3 i¢cin pop3.metu.edu.tr olarak yazin ve Giivenli bir baglanti gerektirir (SSL)
kutucugunu isaretleyin. Baglanti noktasi numaralari IMAP i¢in 993, POP3 i¢in 995
olmalidir. Her iki sunucu tiirii i¢in de giden posta sunucu adresini smtp.metu.edu.tr,
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baglanti noktas1 numarasini 587 olarak yazin, Giivenli bir baglanti gerektirir (SSL)
ve Kimlik dogrulamasi gerektirir kutucuklarini isaretleyin.

Il Windows Live Mail

Sunucu ayarlarini yapilandir

Gelen sunucusu bilgileri
Sunucu tard:

IMAP

)

Baglanti
Sunucu adresi: noktas:
jimap.metu.edu.tr \ i993 ‘

[V] Givenli bir baglanti gerektirir (SSL)

Kimlik dogrulama algati:

[Dﬁz metin

Oturum agma kullanici adu:

[metuuser l

E-posta sunucu ayarlarinizi bilmiyorsaniz, ISS veya ag yoneticinize basvurun.

X4

Giden sunucusu bilgileri

Baglanti
Sunucu adresi: noktasr:
| smtp.metu.edu.tr “ 587 |
[¥] Gavenli bir baglant: gerektirir (SSL)
[v] Kimlik dogrulamasi gerektirir

Iptal I | Geri I [ Tleri

4.3. Microsoft Outlook

Microsoft Office paketinde bulunan Outlook programinda;

Dosya = Hesap Ayarlar1 = Hesap Ayarlar1 = Yeni

yoluyla acilan hesap ekleme penceresinde Sunucu ayarlarini el ile yapilandir
secenegini secin. Sunucu ayarlar1 ekraninda, gelen posta sunucu adresini IMAP i¢in

imap.metu.edu.tr, POP3 icin pop3.metu.

edu.tr, giden posta sunucu adresini her iki

sunucu tiirdi icin de smtp.metu.edu.tr olarak yazin ve Diger Ayarlar diigmesine

tiklayin.
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Yeni Hesap Ekle

Internet E-posta Ayarlan
Tum bu ayarlar e-posta hesabinizin calisabilmesi icin gereklidir.

Kullaniai Bilgileri Hesap Ayarlarini Sina
Adiniz: Metu User Bu ekrandaki tiim bilgileri doldurduktan sonra, asadidaki
dugmeyi tklatarak hesabinizi snamanizi 6neririz. (Ag
E-posta Adresi: metuuser @metu.edu. tr baglantsi gerekiyor)
Sunucu Bilgileri
Hesap Ayarlarini Sina ...
Hesap Tiiri: IMAP E]

Gelen posta sunucusu: o e AT [¥] Tleri diigmesini tklatarak Hesap Ayarlarini sinayin

Giden posta sunucusu (SMTP): |smip.metu.edu.tr

Oturum Agma Bilgileri
Kullanig Adi: metuuser
parola: seesrese

[¥]Parolay: animsa

["] Givenli Parola Kimlik Dogrulamasi (SPA) kullanarak oturum
aglsin

[ < Geri ][ fleri > ][ iptal J

Internet E-posta Ayarlari penceresinde her iki sunucu tiirti icin de Giden Sunucusu
sekmesindeki Giden sunucum (SMTP) icin kimlik dogrulamasi gerekiyor
kutucugunu isaretleyin. Gelismis sekmesinde giden sunucusu baglant1 noktasi
numarasi 587, sifreli baglanti tiirti TLS olmalidir. Gelen sunucusu baglanti noktasi
numaralar1 IMAP i¢cin 993, POP3 i¢cin 995, sifreli baglant1 tiirti SSL olmalidir.

Internet E-posta Ayarlan @ Internet E-posta Ayarlan @
‘ Genel Gonderilmis Ogeler [ Silinmis Ogeler | \ Genel la{en SunuCuUsU ]Eg;anh ‘Gellsms ‘
\ Giden Sunucusu | Baglant \ Gelismis

Sunucu Baglant Noktasi Numaralari

Sunucu Baglant Noktasi Numaralari
Gelen sunucusu (POP3): 995 Varsayllaniari Kullan
Gelen sunucusu (IMAP): 993 Varsayilanlari Kullan e
- o) kol |¥| Bu sunucu sifreli bir baglant (SSL) gerektirir

Asadidaki sifreli badlant turind kullan: | SSL B Giden sunucusu (SMTP): | 587
i H 7 Sy s Do
SidenauaRy (MIE); |38 Asadidaki sifreli badlant tirind kullan: | TLS E]
Asagidaki sifreli badlant tiring kullan: | TLS E
Sunucu Zaman Asimi Sayisi
Sunucu Zaman Asimi Sayist Kisa y Uzun 1 dakia
Kisa i} Uzun 1dakika 3
Teslim
Klasorler

[¥] tletinin bir kopyasini sunucuda birak
Kok klasor yolu: [¥]sunuudan 14 || giin sonra kaldir

[ silinmis Ogeler'den silindiginde sunucudan kaldir

[ Tamam 1[ iptal ]
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4.4. Mozilla Thunderbird

Mozilla Thunderbird programinda;
Araglar > Hesap Ayarlar1 - Hesap islemleri > Posta hesabi ekle

yoluyla hesap ekleme penceresini a¢in. Sunucu ayarlarinin otomatik olarak
tanimlandig1 ekranda Manual config diigmesine basarak ayarlari elle girin. Gelen
posta sunucu adresini IMAP i¢in imap.metu.edu.tr, POP3 icin pop3.metu.edu.tr,
baglant1 noktasi numaralarini IMAP i¢in 993, POP3 icin 995 olarak yazin. Her iki
sunucu tiri icin de baglanti giivenligi (SSL) tipi SSL/TLS, kimlik dogrulamasi
(Authentication) tiirii Normal Password olmalidir.

Her iki sunucu tiiri i¢in giden posta sunucu adresini smtp.metu.edu.tr, baglanti
noktas1 numarasini 587, baglanti givenligi (SSL) tipini STARTTLS, kimlik
dogrulamasi (Authentication) tiiriinii Normal Password olarak yazin.

Posta hesabi ayarlan

Isminizz  Metu User Bagkalarina gosterilecek isim
E-posta adresi:  metuuser@metu.edu.tr
Parola: eesseess

[¥] Parolay: hatirla

Configuration found by trying common server names

Server hostname Port SSL Authentication ‘

Gelen: |IMAP ~ J imap.metu.edu.tr 993 v | SSL/TLS v ] | Normal password v ’
Giden: SMTP smtp.metu.edu.tr v 587 v lSTARTTLS - ] l Normal password - |
kullanici ade: metuuser
Advanced config Vazgeg ] i Re-test | ‘ Hesap yarat

4.5. iPhone /iPad

iPhone ya da iPad cihazinizda;
Ayarlar - Mail, Kisiler, Takvimler - Hesap Ekle - Diger - Mail Hesabi Ekle

yoluyla hesap ekleme penceresini agin. Sunucu ayarlari ekraninda gelen posta sunucu
adresini IMAP i¢in imap.metu.edu.tr, POP3 icin pop3.metu.edu.tr, her iki sunucu
tlird icin giden posta sunucu adresini smtp.metu.edu.tr olarak yazin.

Kurulum tamamlandiktan sonra, gelen posta sunucusu ayarlari i¢in Mail, Kisiler,
Takvimler ekraninda e-posta adresinizin tizerine dokununca ac¢ilan Hesap ekraninda
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ileri Diizey secenegini secin. SSL Kullan secenegi acik konumda, kimlik dogrulama
tiiri Parola ve baglant1 noktasi numaralar1 IMAP i¢in 993, POP3 i¢in 995 olmalidir.

Giden posta sunucusu ayarlari i¢in Hesap ekraninda SMTP se¢enegini se¢in. SSL
Kullan secenegi acik konumda, kimlik dogrulama tiirii Parola ve baglanti noktasi
numarasi 587 olmalidir.

Gonderilen Posta Sunucu

Silinen Posta :
Giden Posta Sunucusu

Silinmis iletiler Sunucu Adi smtp.metu.edu.tr

Sil Bir hafta sonra > Kullanici Adi metuuser
Gelen Posta Ayarlari Parola eecoc00e

SSL Kullan (1 @ SSL Kullan (1L @

Kimlik Dogrulama Parola > Kimlik Dogrulama Parola >

IMAP Yol Oneki Sunucu Kapisi 587

Sunucu Kapisi 993

4.6. Android

Android isletim sistemi ytklii cihazinizda Uygulamalar altindaki E-posta secenegiyle
acilan hesap ekleme penceresinde Manuel Kurulum diigmesine dokunun. Gelen
sunucu ayarlari ekraninda sunucu adresini IMAP i¢cin imap.metu.edu.tr, POP3 icin
pop3.metu.edu.tr; baglanti noktasi numaralarini IMAP i¢in 993, POP3 icin 995
olarak yazin. Her iki sunucu tiirii i¢in de giivenlik tipini SSL (Tiim sertifikalari kabul
edin) olarak se¢in.

Giden e-posta sunucusu ayarlari ekraninda sunucu adin1 smtp.metu.edu.tr, baglanti
noktasi numarasini 587 olarak yazin. Glivenlik tipini TLS (Tiim sertifikalar1 kabul
edin) olarak secip Oturum a¢ma gerektir kutucugunu isaretleyin.
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< il 25 1:49PM

Giden e-posta sunucusu ayarlari

< al 25 1:49PM

Gelen sunucu ayarlari

Kullanici adi

smtp.metu.edu.tr

587

Guivenlik tipi

imap.metu.edu.tr

Baglanti noktasi

Guvenlik tipi

SSL (Tum sertifikalari kabul edin) 4

IMAP yolu onlegi

TLS (Tam sertifikalar1 kabul edin)

Oturum agma gerektir

Kullanici adi
metuuser

Sifre

Istege bagh

5. Spambox

Kullanici hesabiniza gelen e-postalar, merkezi e-posta sunucusu lizerinde ¢alisan bir
filtreden gecirilmektedir. Bu filtre tarafindan istenmeyen e-posta (spam) olarak
isaretlenen e-postalar, otomatik olarak olusturulan Spambox adli posta kutusuna
yonlendirilir. E-posta dizinlerinizin altinda bulunan Spambox posta kutulariniza
Horde, SquirrelMail ve pine e-posta istemcileriyle ya da IMAP iizerinden e-posta
okuma programlariyla ulasabilirsiniz.

Kimi zaman normal bir e-posta da filtre tarafindan istenmeyen e-posta olarak
isaretlenebilmektedir, bu nedenle belli araliklarla Spambox posta kutunuzu kontrol
etmeniz Onerilir.

Boyut olarak belli bir biiyiikliigii asan Spambox posta kutulari, otomatik olarak ayni
dizin altina Spambox.tarih biciminde kaydedilir ve bu durum size e-postayla
bildirilir. Tasinan Spambox posta kutulari belli bir slire sonra otomatik olarak silinir.
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6. Baska Adrese Yonlendirme

Hesabiniza gelen tiim e-postalari bagka bir adrese ya da adresler listesine
yonlendirmek icin Horde arayiiziine;

https://horde.metu.edu.tr

adresinden giris yaparak sol meniide bulunan Posta basligi altindaki Yoneltme
secenegini secin.

Y = o= K -] =) @] ! 3 3
Horde Posta Tatil Notlar Gérevler Sifre Adres Defteri Sorun Yardm Cikis

Eposta iletmeyi Etkin Kilma Ya da Kaldirma

Eposta iletme, gelen epostalarinizin bir baska adrese ya da virgul ile aynlmis birden
fazla adrese ulastirnlmasini sadlar. Hatta, gelen mesajlarinizin bir kopyasini Gelen
Kutunuzda tutup, bir kopyasini da baska bir adrese yonlendirebilirsiniz. Bu form,
hesabiniz igin eposta iletmeyi etkin kilmak ya da kaldirmak icin kullanilir.

fletilecek adres: | ]
Bir kopya gelen kutunuzda kalsin mi?
Iletmeyi iptal et/kaldir

Gonder (=

7. Tatildeyim Mesaji

Hesabiniza gelen e-postalari yanitlayamayacak izin, seyahat vb. bir durum s6z konusu
oldugunda, size e-posta gonderen kisilere durumu agiklayan bir otomatik mesaj
gondermek icin Horde arayiiziine;

https://horde.metu.edu.tr

adresinden giris yapip sol meniide Posta basligi altindaki Tatil secenegini secin.

E | =} =) @ Y 2 3
Horde Posta Takvim Notlar Gérevler Sifre Adres Defteri Sorun Yardm Cikis

Tatil Uyarilarimi Degistir

Tatil notu size gelecek buituin iletilere otomatik cevap olarak iletilecektir. Size gelen
mesajlarl neden cevaplamadiginizi bildirmek inceliktir. Bu form, e-posta hesabininza
tatil uyanisi yaptirma ya da kaldirmaya yarar. Ontaninml mesaj metnini kendi
istedinize gore degistirmelisiniz.

Tatil notunun olustur

Tatil uyansini ayarla/kaldir

Konu:

Tleti:

Tatildeyim. Gonderdiginiz mesaji, donunce okuyabilecegim. Ilginiz ~
icin tesekkurler.
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Tatildeyim mesajlar1 amaci dogrultusunda kullanildiginda yararl olmakla birlikte,
otomatik olarak istenmeyen mesaj gonderen e-posta adreslerine de yanit gonderecegi
unutulmamahdir.

8. Yeni Mezun Ogrenciler igin E-Posta Yonlendirme Servisi

Mezun ya da ilisigi kesilmis 6grencilerin kullanici kodlar1 bir egitim dénemi sonunda
kapatilir. Yonlendirme servisi kapsaminda e-posta adresiniz mezuniyeti takip eden bir
0gretim yariyili (bir ddonem) boyunca ag¢ik tutulur. Bu siire sonunda, bildireceginiz
yeni bir e-posta adresine siiresiz olarak yonlendirme yapilabilir.

Mezuniyet durumundaysaniz, kullanic1 hesabiniz kapatilmadan 6 ay dnce hesabinizin
kapatilacagina dair bir bilgilendirme e-postasi, 1 ay 6nce ise hatirlatma e-postasi
gonderilir. Hesabinizin kapatilma giintinden 1 hafta 6ncesinde ya da hesabiniz
kapatildiktan sonra herhangi bir zaman bu yonlendirmeyi yapabilirsiniz.

Mezun 6grencilerimizin ODTU BIDB merkezi sunuculari iizerinde tanimli e-posta
adresleri i¢cin 2004-2005 6gretim y1l1 mezunlarimizdan baslamak iizere yonlendirme
servisi bulunmaktadir. Kullanic1 hesabinizin yénlendirilmesini kullanici kodu ve
sifrenizi kullanarak;

https://mezun.cc.metu.edu.tr

adresinden yapabilirsiniz. Mevcut sistemde, yonlendirme uygulamasinin basladig:
2004-2005 doéneminden sonra mezun olanlarin sifresi aktif olarak yer aldigi icin,
Internet iizerinden yénlendirme yapma olanagi bu dénem ve sonras1 mezunlarini
kapsamaktadir. Bu donemden 6nceki mezunlarin niifus ciizdani fotokopisiyle birlikte
O6grenci numarasini ve talep ettikleri yonlendirme adresini (0 312) 210 3303 numaral
faksa gondermeleri gerekmektedir. islemi takip etmek icin;

hot-line@metu.edu.tr

adresi ile iletisime gecgebilirsiniz.

Elektronik Listeler

Elektronik liste, belirli bir topluluga dahil olan ya da belirli bir konu hakkinda ortak
ilgiye sahip kisiler i¢in etkili bir iletisim yoludur. Bir konu hakkinda birden fazla kisiye
mesaj gondermek isterseniz, hepsine ayr1 ayr1 mesaj yollamaktansa, bu kisilerin tiyesi
oldugu bir listeye gondereceginiz tek bir mesaj ile her birine ulasabilirsiniz. Bir
elektronik liste iletisimine dahil olmak i¢cin e-posta adresinizle listeye liye olmalisiniz.

Elektronik listelerle ilgili detayl bilgiye;
http://bidb.odtu.edu.tr = E-Posta Servisleri = Elektronik Listeler

baglantisindan ulasabilirsiniz.
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1. Mailman Web Arayiizi

ODTU’de, belli sayidaki elektronik listeye iiye olan tiim kullanicilarin takibini
yapabilen bir elektronik liste yazilimi olan Mailman kullanilmaktadir. Mailman,
listelere iiye olabilme, mesaj gonderebilme, liste liyelerini gérebilme, listelerin
kurulum ayarlarini inceleyebilme vb. islemi gergeklestirme olanagi saglayan bir web
arayiiziine sahiptir.

Liste liyesiyseniz ya da bir listeye iiye olmak istiyorsaniz;
http://mailman.metu.edu.tr/mailman/listinfo
adresinde goruntiilenen listelerden ilgili olanina tiklayabilirsiniz.
Liste sahibiyseniz;
http://mailman.metu.edu.tr/mailman/admin
adresinde goriintiilenen listelerden ilgili olanina tiklayabilirsiniz.
Liste denetleyicisiyseniz;
http://mailman.metu.edu.tr/mailman/admindb/<liste-adi>

seklindeki adreste <liste-adi> yerine ilgili listenin adin1 yazarak listenin denetim
arayiiziine ulasabilirsiniz.

2. ODTU’deki Bazi Popiiler Elektronik Listeler

e dksk-l@metu.edu.tr (Dagcilik ve Kis Sporlari Kolu iletisim Listesi)

e eslidanslar-duyuru@metu.edu.tr (Esli Danslar Toplulugu iletisim Listesi)

e ilkyar-l@metu.edu.tr (ODTU ilkyar Ogrenci Toplulugu Yurti¢i Duyuru Listesi)
e bidb-bulten@metu.edu.tr (BIDB’den Haberler Listesi)

Blog Servisi

Internet diinyasinda web giinliigii olarak bilinen Blog uygulamalari kisilere kendi web
glinliiklerinde (Blog'larinda) yazilarini yayinlayabilecekleri ve okuyucu yorumlarini
alabilecekleri bir ortam sunmay1 amaglayan uygulamalardir. Kendi blog'unuzu
olusturabileceginiz ODTU Blog servisine;

http://blog.metu.edu.tr

adresine kullanici kodu ve sifrenizle giris yaparak ulasabilir,

http://blog.metu.edu.tr/<kullanici-kodu>

seklindeki adresten erisilebilen kisisel blog sayfalarinizi hazirlayabilirsiniz.
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‘ ORTA DOGU TEKNiK UNIVERSITES| BLOG SERVisi _
v rama Q

Anasayfa Kullamm sozlesmesi Sik¢a Sorulanlar Abonelik: RSS

21 n Blog nedir?
OoCcA )
¥ :admin Kullanici adi:

Bloglar hicbir teknik bilgiye gerek duymadan kolayca olusturulan, kisilerin istedikleri hersey .
hakkinda icerik olusturduklan gunliik tarzi web sayfalandir. sifre

Blog kelimesi Ingilizce'de “web” ve "log” kelimelerinin birlesmesiyle olusan weblog
kavramindan tiremistir. ] Beni hatirla
] 'ni okudum,
Kelime anlami olarak blog, cogu zaman en son yazilan yazi en Ustte olacak (ters kronolojik) kabul ediyorum.
sekilde siralandiriimig, tek bir sayfa tzerinde bir cok yazi gésterme esasina dayanan internet
uygulamasidir. Bloglarin kolay olusturulmasinin yaninda diger bir 6zelligi de yazilara yorum
onayi vererek kolayca kullanicilarla etkilesim saglanmasidir. Bu sekilde yazar okuyucu iletisimi

guclenmektedir. e |

'gcln n 10 adimda blog’unuzu olusturun

zar:admin

Wordpress Yardim Videolan

Wordpress Help Videos

1. http://blog.metu.edu.tr sayfasinda Giris bélimiine merkezi sunucular tizerinde tanimh
kullaniai kodu ve sifrenizi yazarak giris yapin (kullanmaya baglamadan énce kullanim
sozlesmesini mutlaka okuyun.) Karginiza ilk olarak blog sayfanizin olusturulmasi icin

aia B calaco arin barbongi bic

Wordpress Turkiye

Blog servisi ve kullanimu ile ilgili olusturulan cesitli yardim belge ve videolarina;

http://blog.metu.edu.tr - Yardim

baglantisindan ulasabilirsiniz. Blog servisi ile her tiirlii soru ve sorun igin;

blogadm@metu.edu.tr

adresine e-posta gonderebilirsiniz.

Kisisel Web Sayfalar

ODTU merkezi sunuculari tizerinde tanimli kullanici hesabinizi kullanarak;
http://www.metu.edu.tr/~e123456

seklindeki adresten erisilebilen kisisel web sayfanizi olusturabilirsiniz. Bu amagla,
merkezi sunucu sistemler lizerindeki kullanici hesabiniza girerek, kullanacaginiz
dosyalar1 wwwhome dizini altina yerlestirmeniz gerekmektedir.

Kisisel web sayfalar1 hakkinda ayrintili bilgiye;
http://bidb.odtu.edu.tr > Web Servisleri

baglantisindan ulasabilirsiniz.
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Elektronik ve Bilgisayar Terimleri Sozlligu

Bogazici Universitesi'nden Prof. Dr. Biilent Sankur’un ¢alismasi temel alinarak
gelistirilen, Tiirkce/Ingilizce arama yapabileceginiz elektronik ve bilgisayar terimleri
sozliglne;

http://sozluk.bidb.odtu.edu.tr

adresinden erisebilirsiniz.

Telefon Rehberi

ODTU personelinin, ODTU’deki akademik ve idari birimlerin, yerleskede ihtiyac
duyabileceginiz hizmetlerin telefon bilgilerine ulagsmak i¢in kullanabileceginiz telefon
rehberi arayiiziine;

http://rehber.odtu.edu.tr

adresinden erisebilirsiniz.

Telefon Numarasi Arama

Onemli Telefonlar

intiyag Duyulabilecek Telefonlar
Akademik Ve Idari Birim Telefonlan
Yerlegke Konut Telefonlar

J Personel Arama H Birim Arama

Arama yaparken agadidaki alanlarn hepsini doldurunuz.
ad: [
Kulamcradi: [ | Soyad :
Sifre ¢ [ 1

‘ Girig | Resim Dogrulama

A

Telefon numarasi arama sayfasinda personel ararken kisinin ad ve soyad bilgileri ile
dogrulama resmindeki rakamlarin girilmesi gerekmektedir. Biitiin alanlarin
doldurulmasi zorunludur.

Kullanic1 ad1 ve sifreyle giris sadece ODTU personeline agiktir.
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Duyuru-Etkinlik-is Olanaklari Sistemleri

ODTU’deki birimler EIS (Elektronik Iletisim Sistemi) kullanici kodlarini kullanarak
Duyuru, Etkinlik ve Is Olanaklar Sistemleri araciligi ile duyurularin, etkinlik
haberlerini ve is ilanlarini etkilesimli olarak yayinlayabilmektedir. Yayinlanan bu
duyurulara, etkinlik haberlerine ve is ilanlarina asagidaki adreslerden ulasabilirsiniz:

e Duyuru Sistemi: http://duyuru.odtu.edu.tr

e  Etkinlik Sistemi: http://etkinlik.odtu.edu.tr
e IsOlanaklari Sistemi:  http://ios.metu.edu.tr

Giincel duyurular ve etkinlikler ayn1 zamanda ODTU Ana Sayfasinda da
goriintiilenmektedir.

Ogrenci topluluklar ve takimlar1 da bagh bulunduklan Kiiltiir isleri Miidiirligi veya
Spor Midirligi’'ne basvurarak duyuru ve etkinlik haberlerinin bu sistemler
aracihigiyla ODTU Ana Sayfasinda goriintiillenmesini saglayabilirler.

Ayrica duyuruy, etkinlik ve is ilanlarini, RSS (Really Simple Syndication) servisini
kullanarak da takip edebilirsiniz. RSS sik glincellenen web sitelerinin igeriklerinin
baskalari ile paylasilmasini saglayan 6zel bir XML dosya formatidir. RSS ile web
sitelerine yeni eklenen igerige o siteyi ziyaret etmeden ulasmak miimkiindiir. RSS
servisinden yararlanabilmek i¢in, ilgilendiginiz servislerin RSS adreslerini, web
tabanli veya bilgisayara kurulan herhangi bir RSS okuyucu yazilima eklemeniz ya da
RSS destegi olan tarayici veya e-posta okuma programlarindan birini kullanmaniz
gereklidir.

RSS Servisi ile ilgili detayl bilgiye ODTU Ana Sayfasinda bulunan RSS diigmesini
tiklayarak ya da;

http://bidb.odtu.edu.tr = E-hizmetler = RSS Servisi

baglantisindan ulasabilirsiniz.
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BOLUM 4
Web Tabanli Bilgi Sistemleri

Ogrenci isleri Bilgi Sistemi

Web tabanli bir Internet uygulamasi olan Ogrenci isleri Bilgi Sistemi (OIBS), ilk olarak
1997 y1l dénem kayitlarinin Internet lizerinden yapilmasinda uygulanmistir. Ogrenci
Isleri Daire Baskanhgl, akademik birimler, 6gretim iiyeleri ve 6grencilerin kullanimina
agilan OiBS’ye ODTU yerleskesi icinden ve disindan erismek miimkiindiir. OiBS’de
kullanicilar yetki diizeylerine gore programlari kullanabilmekte, aninda bilgiye
erisebilmektedir. Ders kayitlar: da bu sistem ile;

https://register.metu.edu.tr

adresinden yapilmaktadir.

1. Kayit Oncesinde Bilinmesi Gerekenler

Universitemizde kayith bulunan tiim égrencilere merkezi sunucular iizerinde tanimli
olan kullanic1 kodu ve sifresi verilmektedir. Kayit siirecinden dnce bu kullanici kodu
ve sifrenizi mutlaka kontrol etmeniz gerekir.

Rahat bir kayit donemi gecirmek icin kayit donemi 6ncesi giincel bilgilerle derlenen;

http://www.oidb.metu.edu.tr

adresini kayit siirecinin yaklasik 15 giin dncesinden baslayarak takip etmelisiniz.
http://www.bidb.odtu.edu.tr/kayit

adresinde bulunan kayit bilgi sayfalarinda kayitlar ile ilgili nemli duyurular,
sorunlarda basvurulacak yerler, kayit PC salonlar1 ve ¢alisma saatleri vb. genel
bilgilere ulasabilirsiniz. Bu adreste yer alan bilgiler her giin giincel bilgilerle
derleneceginden, diizenli olarak bu web adresini ve buradan erisilen baglanti
adreslerini izlemeniz gerekmektedir.

2. Kayit Siirecinde Kullanilan Programlar

Kay1t siirecinden once;

https://oibs.metu.edu.tr
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adresinde yer alan baglantilar araciligiyla, asagidaki boliimlerde agiklanacak olan
programlara eriserek katki pay1 6deme miktari, katki payindan muaf olma durumu,
akademik durum, acilan ders ve kriterler gibi bilgileri elde edebilirsiniz.

e Student Semester Details

Bu program aracilifi ile har¢ 6deme miktari, akademik durum, danisman adi ve
soyadi, adres bilgilerine Registration diigmesine tiklayarak ulasabilirsiniz.

Odenmemis kiitiiphane ya da har¢ borcunuz, hi¢ kayit yaptiramamaniza veya
istediginiz dersleri alamamaniza neden olabilir.

Adres bilgisi veya akademik durum ile ilgili problemlerin giderilmesi i¢cin Ogrenci
Isleri Daire Baskanlhigi'nda bulunan boliim sekreteri ile gériismeniz gereklidir.

Harglarla ilgili bir hata varsa kayitlarda problem yasamamak icin Ogrenci Katki Payi
Ofisi (Fen Edebiyat Fakiiltesi Dekanlig1 Binasi 2. kat) iletisim kurarak gerekli
degisikleri yaptirmaniz gerekir.

e Academic Record Sheet
Akademik durum ile ilgili detayli bilgiye bu program araciligi ile ulasabilirsiniz.

Akademik durum suspension ise yeni ders alamazsiniz. Genel ortalamaniz 1.80-2.00
arasinda ise ancak boliimiin belirlemis oldugu ders yiikii kadar ders alabilirsiniz.

Yukarida listelenmis konularda, akademik durum ile ilgili bir yanlishk varsa Ogrenci
Isleri Daire Baskanlig'na basvurmamz gerekmektedir.

e View Program Details

Bu programi kullanarak her béliim i¢in zorunlu, 6nkosullu, segmeli ve denk ders
listelerine erisebilirsiniz. Listeler ile boliimlerin duyurdugu ders bilgileri arasinda
olabilecek uyusmazliklarda béliim sekreterlerine basvurmaniz gerekmektedir.

e Course Schedule

Kayit dncesinde sik kullanilan programlardan birisidir. B6liim bazinda; agilan dersler,
derslerin gruplari, dersi veren 6gretim tiyesi ve dersin verildigi sinif, ders saatleri ile
ilgili bilgilere bu program aracilig1 ile ulasabilirsiniz. Eger almak istediginiz dersin
grubu icin béliim kriteri tammh degilse, ders grubu Universite geneline agik
anlamindadir.

Acilan ders grubu bazi boliim 68rencilerine verilecek ise sadece ilgili boliim
tanimlamalarini gérebilirsiniz. Bu dersi ilgili boliimiin anadal, ciftanadal ve yandal
ogrencileri alabilmektedirler. Bir boliim i¢in yapilan tanimlamalar Min. CumGPA,
Max. CumGPA, Min. Year, Max. Year, Start Grade ve End Grade bilgi araliklari
arasinda olan &grenciler icin gecerlidir.
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Kayit dncesinde alacaginiz dersleri belirlerken derslerin grubunun béliime agik olup
olmadiginy, dersin kriterleri varsa 6grencinin soyadina hangi grubun uygun oldugunu,
kiimiilatif ve donem kontrolii ilave edilmisse uygun olup olmadigini bu program ile
kontrol edebilirsiniz.

Yukarida yer alan konular ile ilgili olan problemler icin béliime basvurmaniz
gereklidir.

e View Course Details

Alacaginiz dersin 6nkosulunun ya da denkliginin olup olmadigini kontrol
edebileceginiz programdir.

Bu konudaki problemler i¢in dersi veren bdliime bagvurmaniz gerekmektedir.

e View Course Capacity

Alacaginiz dersin kayit siirecinde béliimler tarafindan belirlenmis olan kayit
yaptirabilecek 6grenci sayisini ifade eden kapasitesinin goriintiilendigi programdir.

Ders kapasitesi ile ilgili problemler icin boliime basvurmaniz gerekmektedir.

e View Student Course Categories

Kayitlar sirasinda hangi se¢meli dersi hangi kategoride almaniz gerektigini ve ilgili
se¢meli kategoride agilan dersleri bu program araciligiyla listeleyip gorebilirsiniz.

Programdan ayrica istediginiz ders kodunu girerek alabildiginiz se¢meli kategorileri
gorebilirsiniz.

e Student Mobile Information

Mobil Ogrenci Isleri Bilgi Sistemi (MOIBS) otomasyon sistemlerinden mobil
teknolojiler yoluyla bilgi almanizi saglamak amaciyla gelistirilmis uygulamadir. Not ve
har¢ 6deme bilgilerini kisa mesaj servisi kullanarak cep telefonlar1 araciligi ile
Ogrenebilirsiniz.

MOIBS servisinden faydalanmak isterseniz iletisim icin kullanacagimz cep telefonu
numaralarinizi ve faydalanmak istediginiz servisleri bu programi kullanarak
tanimlamaniz gerekmektedir.

e Registration Withdrawal

Universiteden ayrilirken borglu oldugunuz/ayrilis islemi yapmamz gereken birimleri
bu programi kullanarak égrenebilirsiniz. Bu birimlerdeki 6demeleri/islemleri
tamamladiktan sonra programdan ayrilis belgesini alip Ogrenci isleri Daire
Baskanligi'na teslim etmelisiniz.
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3. Kayit Surecinde Yapilmasi Gerekenler

Eger almak istediginiz dersin kapasitesi kayit siirecinin baslamasindan 1 hafta
oncesine kadar belirlenmemisse, dersi verecek olan 6gretim iiyesi bilgisi sisteme
islenmemisse ya da dersin programi belli degilse boliim ile goriiserek bu bilgilerin
sisteme islenmesi konusunda uyari yapabilirsiniz.

Kayit siiresinde almis oldugunuz dersleri ve onay durumunu kontrol etmek icin
Student Semester Details programindaki Registration ve Process Detail
diigmelerini kullanabilirsiniz.

Registration diigmesiyle kayitta aldiginiz derslerin listesini ve onay durumunu,
Process Detail diigmesiyle kayitta yapilan tiim islemleri (add, drop, section, category,
replacement islemlerinin giin, saat ve yer) 6grenebilirsiniz.

4. Onay Surecinde Yapilmasi Gerekenler

Kayit siiresinde derslere kayit yaptirmis olsaniz bile danismana giderek onay
almazsaniz yeni egitim 6gretim déoneminde kayit yaptirmamis olursunuz.

Onemli: Kayit islemlerini tamamladiktan sonra mutlaka onay icin danismana gitmeniz
gerekir!

Onemli: Kayit siirecinde kaydinizi mutlaka tamamlamaniz gerekir, aksi takdirde ders
ekleme/ birakma siirecinde kayit yapamazsimz!

5. Ders Ekleme/Birakma Doneminde Yapilmasi Gerekenler

Kayitta aldiginiz derslerle ilgili, ders ekleme/birakma déneminde hi¢bir degisiklik
yapmayacaksaniz, bu siire boyunca hic¢bir islem yapmaniza gerek yoktur.

Ders ekleme/birakma déneminde, kayitta aldiginiz derslerle ilgili herhangi bir
degisiklik yaptiysaniz, islemlerinizi tamamladiktan sonra danismandan onay almaniz
gerekmektedir.

Kiitliphane Otomasyon Sistemi (Il Millenium)

ODTU Kiitiiphanesi, teknolojideki ve Kiitiiphanecilik diinyasindaki yeni gereksinimleri
karsilamak icin 2006 yilindan beri III Millenium sistemini kullanmaktadir. Web
lizerinden erisilebilen bu sistemle kataloglama, ddiin¢ verme, rezerv, OPAC (Halka
Acik Elektronik Ortamda Erisilebilir Katalog) taramasi gibi biitiinlesmis modiiller
disinda Web Tabanli Ayirtma ve Uzatma Islemleri, Aksesyon modiilleri ve ileti yoluyla
kullanicilarin iizerlerindeki materyaller hakkinda bilgilendirilmesi vb. 6zellikler de
kullanilmaktadir.

Kiitiiphane Otomasyon Sistemi ile ilgili detayl bilgiye;
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http://library.metu.edu.tr
ODTU Kiitiiphanesi ile ilgili diger bilgilere ise;
http://lib.metu.edu.tr

adresinden ulasabilirsiniz.

Lisansiistii Basvuru ve Degerlendirme Bilgi
Sistemi (LUBS)

Lisansiistii programlara bagvurulari internet iizerinden Lisansiistii Basvuru ve
Degerlendirme Bilgi Sistemi (LUBS) aracihigiyla yapilmaktadir. Programa;

http://bidb.odtu.edu.tr > E-hizmetler - Lisansiistii Bagvuru ve Degerlendirme
Sistemi

yoluyla ulasabilirsiniz. Lisansiistii programlara basvurularla ilgili her tiirlii soru ve
sorun i¢in;

ms-phd@metu.edu.tr

adresine e-posta gonderebilirsiniz.

Ozliik Bilgi Giris Programi

Burs ve yurt basvurulari ile yeni kayit yaptiran 6grencilerin 6zliik bilgilerinin
girebildigi programa yalnizca basvuru tarihlerinde;

https://oibs.metu.edu.tr

adresinden ulasabilirsiniz. Ozliik Bilgi Giris Programi ve basvurularla ilgili her tiirlii
soru ve sorun igin;

burs-otomasyon@metu.edu.tr

adresine e-posta gonderebilirsiniz.

Ders Degerlendirme Anketi

Her ddnem sonunda elektronik ortamda yapilmakta ders degerlendirme anketine;
https://evaluation.metu.edu.tr

adresinden erisebilirsiniz. Programa kullanici ad1 ve sifrenizle girebilirsiniz. Program
acildiginda almis oldugunuz tiim dersler ekranda listelenecektir. Kayitl oldugunuz
derslerin her birine farkli oturumlarda yanit verebilirsiniz. Bir ders ile ilgili anketi
tamamladiktan ve “Degerlendir” (Evaluate) tusuna bastiktan sonra tiim kisisel
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bilgileriniz silinip sadece ankete verdiginiz cevaplar veri havuzuna aktarilacaktir.
Cevaplar veri havuzuna atildiginda kisisel bilgiler silindigi icin bir ders ile ilgili
sorulara tek bir oturumda cevap vermeniz beklenmektedir.

Ders degerlendirme anketleriyle ilgili her tiirlii soru ve sorun i¢in;

register@metu.edu.tr

adresine e-posta gonderebilirsiniz.
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BOLUM 5
Kullanici Destek Hizmetleri

BiDB Kiitiiphanesi

BIDB B-Blok, 1.Kat, 118 numarali odadaki BIDB Kiitiiphanesi’nde ¢esitli kullanic
kilavuzlari, kitaplar ve bilgisayar konulu dergiler kullanima sunulmustur. Ayrica, BIDB
tarafindan hazirlanmis olan kitapgiklara ve cesitli yazihm CD ve DVD’lerine BIDB
Kiitiiphanesi'nden ulasilabilirsiniz. BIDB Kiitiiphanesi hakkinda detayl bilgiye;

http://bidb.odtu.edu.tr < Kullanici Destek = BIDB Kiitiiphanesi

yolu ile ulasabilirsiniz.

Akilli Kart Projesi

ODTU’deki tiim personel ve dgrencilerin kimlik kartlar1 akill kart 6zelligine sahiptir.
Akilli kart, icinde silikon mikrocip ve anten bulunan plastik bir karttir. Kartinizdaki
cipte, 1 KB hafiza ve ROM iizerine yazilmis bir isletim sistemine sahip mikro islemci
bulunmaktadir. Yerleskemizde ODTU kimlik kartlar1 elektronik kimlik ve
elektronik ciizdan olarak kullanilmaktadir.

Yerleske icindeki elektronik kimlik uygulamalar1 yerleske, bina ve bilgisayar salonu
girislerinde kullanilmaktadir. Bu noktalarda giris-¢ikis yapabilmek i¢in tizerinde
ODTU amblemi bulunan kart okuyuculara kartinizi birkag santimetre kadar
yaklastirmaniz yeterlidir. Gegis yetkisi ya da kartin fiziksel yapisiyla ilgili bir sorun
olmadig siirece okuyucu sesli uyari verir ve kapi agilir.

Elektronik ciizdan uygulamalariyla ise;
o Kafeterya yemek salonlarinda alakart ve tabldot bankolarinda hesap 6deme,
e Spor Merkezi'nde kullanim ve kurs tlicreti 6deme,
e Baraka Spor Salonu’nda fitness salonu ve hali saha kullanim ticreti 6deme,
e Havuz'da sauna, agik ve kapali havuz giris ticreti ddeme,
e Bilgi Islem Daire Bagkanligi’'nda yazic1 kotasi iicreti 6deme,
e Kiitiiphane’de kitap gecikme cezas1 6deme

islemlerinizi nakit kullanmadan akilli kartinizla yapabilirsiniz.
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Bu hizmetlerden yararlanabilmek icin, yerleske i¢inde ¢esitli noktalarda bulunan
Tiirkiye is Bankasi Ciizdanmatik cihazlar1 araciligiyla akilli kartimzla Is Bankasi’na ait
bankamatik ya da kredi kartini ilk kullanimda bir kereligine eslemeniz gereklidir.
Esleme isleminden sonra yine Ciizdanmatik cihazlari tizerinden akilli kartiniza
dilediginiz zaman para aktarabilirsiniz.

ODTU’deki Ciizdanmatik cihazlarimin yeri ve kullanimi hakkinda ayrintili bilgiye;

http://akillikart.odtu.edu.tr - Ciizdanmatik

baglantisindan ulasabilirsiniz.

ODTU égrencisi olarak, akill kart web sitesindeki SISTEME GIRI$ kismindan kullanic
adiniz ve sifrenizle giris yaparak harcama ve giris-¢ikis hareketlerinizi sorgulayabilir,
kartinizin kaybolmasi ya da ¢alinmasi durumunda sisteme bildirerek kartinizin gegici
olarak iptal edilmesini saglayabilirsiniz.

ODTU’de akilli kart kullanimi hakkinda daha fazla bilgiye;
http://akillikart.odtu.edu.tr

adresinden ulasabilirsiniz. Akilli kart uygulamalarini kullanirken karsilastiginiz her
tiirlii sorun icin;

smartcard@metu.edu.tr

adresine e-posta gonderebilirsiniz.

IBE Laboratuvari

Insan Bilgisayar Etkilesimi (IBE) Arastirma ve Uygulama Laboratuvari, etkilesimli
teknolojilerin (web siteleri ve diger bilgisayar yazilimlari gibi) tasarimi, uygulanmasi
ve degerlendirilmesi i¢in gelistirilmis, test ve gdzlemci odasindan olusan bir
laboratuvar ortamidir. Test sirasinda kullanicinin goriintiisiinii, ekraninin
goriintlisiinii ve goz hareketlerini kaydetme olanagi saglayarak elde edilen bu verilerle
programin kullanilabilirligi hakkinda bilgi sahibi olmak miimkiin olmaktadir.

IBE laboratuvarinin kullanim éncelikleri agagidaki gibidir:
e Bilimsel arastirma (ODTU ici)
e Bilimsel arastirma (ODTU dis1)

e Kamu veya dzel sektdr ¢calismalar

Lisans Ogrencilerinin yapmak istedikleri calisma icin dersi veren 6gretim gérevlisi
araciligi ile basvuru yapmalari gerekmektedir.

IBE Laboratuvarimin kullanim olanaklarindan yararlanmak isteyen kullanicilarin
yapmasi gerekenler, laboratuvarin ¢alisma saatleri, iletisim vb. bilgilere;

http://ibe.bidb.odtu.edu.tr

adresinden erisebilirsiniz.
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Akilli Sinif

Akilli Sinif, videokonferans ve canli yayin teknolojisi ile yapilandirilmis, fiziksel olarak
farkli mekanlarda bulunan egitmen ile katilimcilari interaktif ortamda birlestiren bir
yapidir.

Fizik B6liimii zemin katta bulunan ODTU Akilli Sinif, Rektérliik’e bagh olup Bilgi islem
Dairesi Bagkanlig1 tarafindan isletiimektedir. ODTU Akill Sinif in oturma kapasitesi
egitmen harig 32 kisidir.

ODTU Akilli Sinifta;
e Mevcut videokonferans sistemi ile diinyanin herhangi bir yerinde bulunan

benzer teknolojiye sahip siniflarla ortak dersler islenebilmekte, seminerler
verilebilmekte ve jiiriler yapilabilmektedir.

e Yapilan dersler, seminerler, sunumlar ve toplantilar Internet tizerinden
yerleskeye canli olarak yayinlanabilmektedir.

e Yapilan derslere, seminerlere, sunumlara ve toplantilara Internet tizerinden
yetkilendirilmis erisimle etkilesimli katilim saglanabilmektedir.

e Yayinlanan derslerin goriintii ve ses kayitlari, istege bagl olarak dijital
ortama kaydedilerek arsivlenebilmekte, DVD olarak basilabilmektedir.

e Mevcut bilgisayarlar sayesinde katilimcilar 6grendiklerini ders esnasinda
bilgisayar ortaminda uygulayabilmektedir.

ODTU Akilli Sinuf hakkinda detayh bilgiye;
http://akillisinif.bidb.odtu.edu.tr

adresinden ulasabilirsiniz.

ODTU-TV Yayin Altyapisi

Yay1n altyapisi sayesinde, basta ODTU-TV kanali olmak iizere degisik kanallardan
ODTU'de gerceklesen seminer, konferans, ders, oturum ve benzeri egitimlerin Internet
lizerinden yerleske ici ve yerleske disina TV yayini seklinde aktarilmasi ve hedeflenen
kullanicilara ulasmasi saglanmaktadir.

Yay1n altyapisi BiDB tarafindan saglanan ODTU-TV hakkinda detayl bilgiye;
http://odtutv.odtu.edu.tr

adresinden ulasabilirsiniz.
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Computing & Information Services
Newsletter (CISN)

Ilk say1s1 1994 yilinda CC-NEWS adiyla yayinlanan CISN, BIDB’nin elektronik
yayinidir. Bu yayin ile okuyuculara bilisim sektérii hakkindaki giincel, yeni haber ve
bilgilerin ulastiriimasi hedeflenmektedir. Bununla birlikte ODTU BIiDB’nin yerleske
geneline verdigi hizmetler, sik¢a sorulan sorulara yanitlar ve edinilen tecriibe ve
birikimler de okuyucularla paylasilmaktadir.

CISN dergisinin devamliligina, ODTU BiDB ¢alisanlari ve Bilisim Teknolojileri
sektoriiniin uzmanlari katkida bulunmaktadir. Dergiye;

http://cisn.odtu.edu.tr

adresinden erigebilirsiniz.

ODTU FTP Arsivi

ODTU’de kullanilan paylasimsal yazilimlarin bulundugu FTP sitesine;
ftp://ftp.metu.edu.tr

adresinden ulasabilirsiniz. LINUX tabanl FTP sunucusundan, ODTU yerleske ag
icinde ya da disinda bulunan her kullanici faydalanabilir. Paylasimsal yazilimlarin
disinda, LINUX ve UNIX tabanli isletim sistemleri ve bu sistemlerde kullanilan 6zgiir
yazilimlar FTP arsivinde genis yer tutmaktadir.

BiDB Biilten

BIDB olarak, kullanicilarimizi bilisim servislerindeki yeniliklerden ve
¢alismalarimizdan haberdar etmek amaciyla donem i¢inde iki kez e-btilten
cikarilmaktadir. Biitiin sayilara;

http://bulten.bidb.odtu.edu.tr

adresinden erisebilirsiniz. BIDB-Biilten yayimlandiginda, bidb-bulten elektronik
listesine duyuru amach bilgi mesaji atilmaktadir. Bu listeye;

http://mailman.metu.edu.tr/mailman /listinfo /bidb-bulten

adresinde yer alan formu doldurarak tiye olabilirsiniz.

42



ODTU Katalogu

Boliim/birimlerin ders bilgilerinin, 6grencilerin bir béliime girebilmeleri i¢in
saglamak zorunda oldugu kosullarin, akademik takvimin, zorunlu ders bilgilerinin ve
buna benzer bircok baghgin yer aldigi ODTU kataloguna ingilizce olarak;

http://catalog.metu.edu.tr

adresinden erisebilirsiniz.

Danismanlik Hizmetleri

BIDB tarafindan verilmekte olan servislerle ilgili her tiirlii soru ve sorunun ¢oziimii
icin;

http://bidb.odtu.edu.tr - Sik¢a Sorulan Sorular

baglantisinda yer alan sorgulama sayfasindan yararlanabilirsiniz. Dilerseniz Hotline
telefonu (0 312) 210 33 55'i mesai saatleri icinde arayabilir, BiDB B-Blok, 1.Kat, 114
numarali odada bulunan Hotline servisini ziyaret edebilir ya da;

hotline@metu.edu.tr

adresine e-posta gonderebilirsiniz.

BIDB tarafindan hazirlanan giivenlik ve anti-viriis web sitesinde, giincel ve etkin
viriisler ile giivenlik a¢iklar1 hakkinda bilgiler, anti-viris yazilim firmalarinin
gelistirdigi viriis temizleme araglari, giincelleme dosyalari, bilisim ve ag giivenligi ile
ilgili duyurular ve gesitli sitelere baglantilar bulunmaktadir. Bu siteye;

http://guvenlik.odtu.edu.tr

adresinden ulasabilirsiniz.

c-‘ u r:;'/‘, DT
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SiDuEsar Yaniltici E-Posta Uyarisi

m  Araclar

m Linkler Son zamanlarda. Universitemizin e-posta servisi tarafindan geliyormus gibi gosterilen ve kullanici kodu. sifre gibi kisisel bilgilerinizi
isteyen e-postalar gonderiimektedir. Intenet dinyasinda sikiikia rastlanmakta olan ve "Phishing" olarak bilinen bu tiir e-postalar

= Belgeler bilgileri calmay! ve kot amaglar icin kullanmayi hedefleyen girisimlerdir. ODTU Bilgi Islem Daire Baskanlidl, kullanicilanndan bu tir
bilgileri web ya da e-posta araciidiyla gondermelerini istememekiedir. Lutfen bu tUr mesajlan dikkate almayiniz ve sifrenizi hicbir

B Antiviriis durumda, s6zlu veya yazili olarak bir bagkasina vermeyiniz. Sifrenizi bir baskasl ile paylastiysaniz mutlaka en kisa surede degistiriniz.

= Glincellemzler Yardim icin buray! tiklayiniz.
®  Sikca Sorulanlar

BIDB Duyurulari

Spyware Belgesi

Yerleskemizde ve mensuplarimizea kullanimakta olan bilgisayarlarda Spyware (casus yazilim) adi verilen, kullanicilann bilgi gizliligini ve
bilgisayar guvenligini tehdit eden zararll programiaria karsilagiimaktadir. Bu programlar antivirus yazilimlar ile tam olarak tespit edilip
silinememektedir. "Spyware"ler ve "Spyware"ler icin 6nlem olarak kullanilan Antispyware yaziimian hakkinda bilgileri bulabileceginiz
"Spyware Belgesi” Belgeler sayfasina konulmustur.

Haberler
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BOLUM 6
Bilgi Guvenligi icin 8 Kural

Bilgi giivenliginin saglanmasi en basit tanimu ile kisisel bilgisayarinizdaki bilgilerin ag
tizerindeki diger kullanicilar tarafindan ele gegirilmesini engellemek demektir.
Guvenlik uzmanlari, giivenlik agiklarinin %80’inin, bu agiklar1 kapatmak i¢in
gosterilecek toplam ¢abanin %20’si ile kapatilabilecegi goriisiindedirler. Bu agiklar:
gidermeye yonelik 8 kural asagida agiklanmigtir.

Bilgi glivenligiyle ilgili detayl bilgiye;

http://bidb.odtu.edu.tr - Giivenlik = Viriisler ve Bilgi Giivenligi ile ilgili Sik¢a
Sorulan Sorular

baglantisindan ulasabilirsiniz.

e isletim Sistemi Giincellemelerinin Yapilmasi

Viriislerin ¢ogu, isletim sistemi ve lizerinde kurulu yazilimlarin agiklarindan
faydalanarak bilgisayarlari etkilemektedir. Bu agiklara kars1 isletim sistemi
tireticilerinin yayinladiklari giincellemeleri diizenli olarak yiiklemelisiniz. Bu nedenle
isletim sisteminin otomatik glincelleme 6zelligini etkinlestirmeniz 6nerilir.

Microsoft Windows isletim sisteminin giivenlik a¢iklarini kapatmak ve son
giincellemeleri yiiklemek igin;

http: //www.windowsupdate.com

adresine baglanarak bilgisayarinizi giivenlik agiklarina karsi kontrol ettirmeniz ve
oncelikle kritik giincellemeleri indirerek kurmaniz gerekmektedir.

Bazi Linux paketlerinde de giivenlik aciklari olabilmektedir. Bu nedenle, eger bir Linux
isletim sistemi kullaniyorsaniz, kullandiginiz paketin de duyurulan giincelleme
yamalarini yapmaniz gerekmektedir. Kullanilan yazilimlar ve siiriimle ilgili olarak
giivenlik sitelerinin duyurulari takip ederek ilgili paket giincellemelerinin yapilmasi
onerilmektedir.

e Antiviriis Yazilimi Kurulup Giincel Tutulmasi

Viriislerin bilgisayari etkilemesine karsi alinacak en etkili yontem antiviriis
yaziliminin kurulmasi ve giincel tutulmasidir. Tanimlarina sahip oldugu virtsleri fark
edebildigi icin antiviriis yaziliminin giincellemesini yapmak, yazilimi kurmak kadar
6nemlidir.
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ODTU yerleskesinde Mcafee VirusScan ve Symantec Antivirus yazilimlarini lisansh
olarak kullanabilirsiniz. Lisansh antiviriis yazilimlarinin kurulum CD’lerine BiDB B-
Blok, 1.Kat, 118 numarali odada bulunan BiDB Kiitiiphanesi’'nden ulasabilirsiniz.
Lojmanlarda kaliyorsaniz bu CD’leri BIDB Lojmanlar Bslgesi PC destek uzmanindan
da elde edebilirsiniz.

Viriis programi giincellemelerini ODTU FTP arsivinde;

ftp://ftp.metu.edu.tr > popular - virus-updates

baglantisindan yapabilirsiniz.

e Giivenli (iyi) Sifre Secilmesi

Sifre, kullanici hesabinin kisiye 6zel kalmasini saglar. Sifrenizi yeterince giivenli
se¢meli ve kimseye sdylememelisiniz. Sifre en az 6, en fazla 8 karakterli, Tiirkce
karakter (¢, C,1,1,8 G, 6,0, s, S, ii, U) icermeyen, harf ve rakamlardan olusan, tercihen
icinde *; ! : # gibi 6zel karakterlerin de gectigi, kolay tahmin edilemeyecek, ad, soyad,
dogum tarihi (1900 - 2100 ve 00 - 99 arasi rakamlar) vb. icermeyen bir sifre olmalidir.
Merkezi sunucu sistemlerin UNIX sunucular olduguna ve bu sistemlerde biiyiik ve
kiiciik harf ayriminin bulunduguna dikkat etmeniz gereklidir.

Ornek Kullanic1 Kodu (login): metuuser
Ornek Sifre (password): Akap!aN7

Sifrenizi nasil degistirebileceginiz kitap¢igin 3. boliimiinde anlatilmistir.

e Giivenli Baglanti (e-posta, web, FTP) Yapilmasi

Isletimi BIDB tarafindan saglanan ad.soyad@metu.edu.tr bicimli adresleri yéneten
merkezi e-posta sunucusu giivenli e-posta servisi saglamaktadir. E-postalarinizi POP3
ya da IMAP servisleri kullanan e-posta programlari ile okuyorsaniz e-posta
alisverislerini giivenli moda doniistiirmelisiniz.

https://metumail.metu.edu.tr

adresinden ulasabileceginiz ODTU e-posta servisi giivenli baglant1 6zelligine sahiptir.

e Bilgisayar Agilislarina Sifre Konulmasi

Bilgisayarin acilisinda isletim sistemi tek bir kullanici tarafindan kullanilsa bile bu
kullaniciya ait bir sifre ile isletim sistemine erisilmesi bilgisayardaki verilerin
korunmasi agisindan 6nem tasimaktadir. Bunun yaninda bilgisayarin fiziksel
glivenliginin saglanabilmesi amaciyla ekran koruyucularini sifreli olarak kullanmaniz
onerilmektedir. Cok kullanicili bilgisayarlarda ise acilista sifre konulmasi ¢ok daha
fazla 6nem tasimaktadir. Ayrica bilgisayar basindan ayrilirken bilgisayari kilitlemeniz,
bununla birlikte belirli bir siire sonra ekran koruyucunun ¢alismasi ve ekran
koruyucudan ¢ikarken sifre sorulmasini saglamaniz énerilmektedir.
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e Tarayicilarda “Beni Hatirla” Kullanilmamasi

Bazi web siteleri kullanicilarini taniyabilmek i¢in kullanici adi ve sifre istemektedir.
Kullanim kolaylig1 yaratmak amaci ile internet tarayici programlari bu bilgileri
saklayabilmekte ve daha sonra kullanici tekrar ayni siteye girdiginde kullanici adi ve
sifre girmek zorunda birakmamaktadirlar. Ancak sifrelerin bu sekilde bir yerde
tutulmasi giivenlik agisindan sakincalidir. Bu nedenle tarayicilarda beni hatirla
ozelligini kullanmamaniz tavsiye edilmektedir.

e Tarayicilarin Giivenlik Ayarlari

Internet tarayicilarinin ayarlarinda farkinda olmadan yaptigimz degisiklikler giivenlik
ac1g1 yaratabilmektedir. Bu nedenle bu konu hakkinda detayl bilginiz yoksa
tarayicilarin varsayilan ya da yiiksek giivenlik ayarlarini kullanmaniz 6nerilmektedir.

e Sosyal Boyutlar (Cevrimigi Dolandiricilik)

Cevrimici dolandiricililik, e-posta veya web siteleri araciligiyla kullanicilarin kisisel
bilgilerinin toplanmasidir. Web siteleri sahipleri genel olarak kullanicilarinin sifre,
kredi karti numarasi, hesap numaralari vb. kisisel bilgilerini e-posta araciligiyla
istemezler. Bu nedenle kisisel bilgilerinizi isteyen e-postalara cevap vermeyiniz.

Orijinallerine ¢ok benzeyen siteler yapilarak ve e-posta araciligi ile kullanicilar1 bu
sitelere yonlendirerek ekrandaki alanlarin doldurulmasi hedeflenmektedir. Bu
nedenle 6nemli bilgileri ilgili alanlara girmeden 6nce sitenin orijinalliginden emin
olmak icin dncelikle baglantisi verilen adres ile adres satirindaki adresin ayni
olmasina ve sonra da yonlendirilen sayfada sag alt kosede bulanan kilit digmesine
tiklayarak giivenlik sertifikasinda bulunan adresle adres satirindaki adresin ayni
olmasina dikkat etmelisiniz.
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BOLUM 7
Sorun Cozum Semalari

e Ethernet Baglantisi Sorun C6ziim Semasi (Yurtlar)
e  ODTU Kablosuz Ag Sorun Céziim Semasi (Standart kullanicilar)

e ODTU Kablosuz Ag Sorun Céziim Semas: (ilk kez kullananlar)
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Yurtlar igin Windows isletim Sistemi

Ethernet Baglantisi Sorun Coziim Semasi

BASLA (A) Bilgisayarimizda Ethernet karti takili ve etkin durumda m1? Telefon hattinin takildigi modem karti ile Ethernet
kartini birbirine karistirmayiniz. Ethernet girisi 8, modem girisi 2 tellidir.

@

(C) Baslat meniisiindeki Caligtir kismina ping -t 127.0.0.1 yazdigimizda ekranda 144.122.###.###'in cevab1 byte=32...

seklinde yazilar goriiyor musunuz?

(E) Duvardan gelen internet hattinin bilgisayariniza tasinmasini saglayan ara kabloyu gikardiginizda bilgisayarinizin
kablonun girdigi yerdeki 15181 soniiyor, kabloyu taktiginizda bu 151k yaniyor mu? (Ethernet kartinizin modeline gore iizerinde
birden fazla 151k olabilir. Bu 1s1iklardan bir tanesi, ara kablo ¢iksa bile devamli yanik durumda durabilir. Test edilecek olan 151k,
kablo takili olmadigi durumda soniik olan diger 1s1ktir.)

@

(G) Bilgisayari agik ve size yakin bir odada olan birkag kisinin IP adreslerini 6grenin. Bu kisilerin bilgisayarinin agik, Internet
baglantis1 bulunur ve varsa Giivenlik Duvari 6zellikli yazilimlar gegici olarak kapaliyken kendi bilgisayarimzin Baslat
mentsiindeki Calistir kismina ping 144.122.###.### yazin. (Burada ### olarak belirtilen, bu kisinin IP adresinin ilgili

HAYIR

£ & &

kismidir.) Ekranda 144.122.###.###'in cevab1 byte=32... seklinde satirlar gériiyor musunuz? HAYIR

£

~JEveT L—

(I) Kendi IP blogunuz disinda, yani 144.122’den sonra gelen {i¢lincii basamak rakamlarin farkl oldugu, 6rnegin baska bir binadaki
birkag kisinin IP adresleriyle bir 6nceki adimda belirtilen islemi tekrarlayin. Ekranda 144.122.###.###'in cevab1 byte=32... seklinde
satirlar goriiyor musunuz?

EVET

NS

(K) Baglanamama problemine sahip ¢ok sayida kisi var mi? Genel bir problem mi? (Bir kattaki tiim
bilgisayarlarin (I) maddesini gecememesi gibi)

&

(M) Asagida listelenen tiim maddeleri kontrol ediniz ya da uygulayiniz:

(1) MAC Adresi bilgisini IP tahsis sistemine dogru verdiginizi kontrol ediniz. IP tahsis sisteminde kaydinizin ONAYLI
kisimda bulunduguna emin olunuz.

(2) IP Adresinizin http://affected.metu.edu.tr adresindeki ag erisimi kisitlanan IP’ler listesinde olup olmadigini internet’e
baglanabilen baska bir bilgisayardan kontrol ediniz. Viriis ya da giivenlik gerekgesiyle kapaliysa BIDB Yurtlar Bélgesi
Bilgisayar Koordinatérii ya da yurt miidiirliiklerinde bulunan BIDB Giivenlik CD’siyle isletim sisteminizi ve antiviriis
yaziliminmzi giincelleyip virus@metu.edu.tr adresine e-posta gonderiniz. P2P kullanimi gerekgesiyle kapaliysa ODTU
Bilisim Kaynaklar1 Kullamim Politikalar geregi baglantimiz kisitlanmistir. P2P yazilimini kaldirp virus@metu.edu.tr
adresine e-posta gonderiniz.

(3) Alt ag maskesi ve Ag gecidi kisminda yazdigimiz bilgileri tekrar kontrol ediniz. Tek bir Ag gecidi adresi yazdiginiza
emin olunuz.

(4) Modem baglantisin1 kullanmiyorsaniz bilgisayarimizin Ag Baglantilarim kismindaki Cevirmeli ag bagdastiricisini
kaldiriniz.

(5) IP bilgilerinizi bilgisayarimzin Ag Baglantilarim kisminda yalnizca Yerel Ag Baglantisi altina girdiginize emin olunuz
(6) Varsa Giivenlik Duvari yazilimlarimzi gegici olarak kapatip baglanti kurmay1 deneyiniz. Baglanti kuruluyorsa giivenlik
duvari yazilmlarin ayarlarim kontrol ediniz. (Windows isletim sistemlerinde Givenlik Duvari varsayilan olarak etkin
durumdadir.)

Sorununuz hala diizelmediyse IP ve MAC adresleriniz ve bu semada gegemediginiz yeri BIDB Yurtlar Bolgesi Bilgisayar
Koordinatorii'ne bildiriniz. (210 3362 /y-koord@metu.edu.tr)

kismina

(0) Baslat meniisindeki Calistir (P) Ekranda istek zamanasimina ugradi yazisi cikiyorsa Ag gegidi kisminda

yazdigimizda en az bir tanesinde
###'in cevabl byte=32... seklinde

Alt ag maskesi kismindaki numaralar1 kontrol ediniz. Bilgisayar Yonetimi

asagidaki  komutlari m yazdiginiz numaralari kontrol ediniz, bu alanda tek bir kayit oldugundan emin olunuz.
kismindaki DNS servisini durdurup baglatiniz. Sorun diizelmezse BIDB Yurtlar

satirlar gériiyor musunuz? Bolgesi Bilgisayar Koordinatorii'ne danisiniz. (210 3362/y-koord@metu.edu.tr)
ping 144.122.199.90
ping 144.122.199.93 | EVET
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(B) Internet baglantisi i¢in bilgisayarinizda Ethernet karti olmak zorundadir. Tercihen 10/100 Mbps hizli Tak ve Calistir
ozellikli bir PCI Ethernet karti temin ediniz. Bazi bilgisayarlarda Ethernet kart1 harici olarak takilmayip bilgisayarin ana
kartina tiimlesik halde gelebilir. Bilgisayarinizin Ag Baglantilarim béliimiindeki Yerel Ag Baglantisi1 kismindan Ethernet
kartini etkin hale getiriniz.

(D) Asagida listelenen tiim maddeleri kontrol ediniz ya da uygulayiniz:

(1) Komutu yazarken hata yapmis olabilirsiniz. ‘ping’ ifadesinden sonra bir karakter bosluk bulunduguna, IP adresi
kisimlarinda nokta isaretlerine dikkat ediniz.

(2) Bilgisayariniz ping komutunu bulamamistir. Baglat meniisiinden Ara kismindan ping.exe dosyasini arayiniz. Dosyayi
buldugunuz dizinin i¢ginde bu komutu ¢alistiriniz.

(3) Ethernet kartimiz bilgisayarinizda diizgiin yapilandirilmamistir. Kartimizla beraber disket ya da CD iginde gelen
yazilimlar1 kullanarak kartmizi tekrar bilgisayarinizda tamitmay1 deneyiniz. Sorun diizelmezse BIDB Yurtlar Bolgesi
Bilgisayar Koordinatorii'ne danisiniz. (210 3362 /y-koord@metu.edu.tr)

S O o8

(F) Isik devamli soniik durumdaysa ara kablonuz arizali olabilir. Ara kablonuzu ¢alistigini bildiginiz bir kabloyla degistirip
baglantinizi tekrar kontrol edin. Diizelmezse bilgisayarinizi yeni kablonuzla beraber ¢alistigini bildiginiz bir odadaki duvar
prizine takarak deneyin. Isik bu durumda yanmaya baslamigsa, ¢alistigini bildiginiz diger bir bilgisayari, kendi ara kablo-
suyla beraber odanizdaki duvar prizine takin. Diger bilgisayarinin 15181 bu durumda yanmiyorsa odanizdaki duvar prizinin
ya da odaniza gelen Internet baglanti kablosunun arizali olma ihtimali yiiksektir. BIDB Yurtlar Bélgesi Bilgisayar Koordina-
térii'ne bilgi vererek odaniza gelen Internet kablosunun kontrol edilmesini talep ediniz. (210 3362 /y-koord@metu.edu.tr)

(H) Agik durumda bulunan birkag bilgisayar i¢in bu komutu denediginizde hepsinde ekranda istek zamanagimina ugradi
seklinde bir yaz1 gorilyorsaniz bilgisayarinizin Internet baglantisinin ayarlarinda, binanin igindeki bagh oldugunuz ag
baglant1 cihazlarinda ya da bilgisayarinizin isletim sistemine 6zel bir problem var demektir. Problem, sizin bilgisayariniz
disinda oda olarak size yakin olan (6rnegin ayni katta bulunan tiim bilgisayarlarin ¢alismamasi gibi) diger Kisilerde de
bulunuyor mu?

() internet baglantinizi saglayan cihaz problemli olabilir. Lojmanlar Bélgesi PC Destek Uzmani'ndan
sizin ve diger kisilerin baglantisini saglayan anahtar (switch) cihazinin kontrol edilmesini isteyiniz.
(G) maddesini tekrar uygulayiniz, bu maddeyi gegemezseniz durumu BiDB Yurtlar Bolgesi Bilgisayar
Koordinatérii’'ne bildiriniz. (210 3362 /y-koord@metu.edu.tr)

(L) Durumu BIDB Yurtlar Bélgesi Bilgisayar Koordinatérii'ne bildiriniz. Bilgisayarimzin IP adresini ve ayni
probleme sahip bir¢ok bilgisayar oldugu bilgisini vermeyi unutmayiniz. (210 3362 /y-koord@metu.edu.tr)

(N) Asagida listelenen tiim maddeleri kontrol ediniz ya da uygulayiniz:

(1) Modem baglantis1 kullanmiyorsamz, bilgisayarimizin Ag Baglantilarim kismindaki Cevirmeli ag bagdastiricisini
kaldiriniz.

(2) Size verilen IP adresini, Alt ag maskesi ve Ag gecidi adresini hatasiz aldigimizdan ve bilgisayariniza dogru
girdiginizden emin olunuz. Bu bilgileri bilgisayarinizin Ag Baglantilarim kisminda yalnizca Yerel Ag Baglantisi altina
girdiginize emin olunuz.

(3) BIDB tarafindan hazirlanan Giivenlik CD’si ile isletim sisteminizi ve antiviriis yazihmimzi giincelleyiniz.

(4) Ethernet kartiniz1 kaldirip tekrar tanitmay: deneyiniz.

(5) (G) maddesini tekrar uygulayiiz. Sorun diizelmediyse (G) maddesini, bilgisayarinizda ¢alistigini bildiginiz baska
birka¢ odadaki hatlarda, ¢alistigini bildiginiz bir ara kabloyla deneyiniz. Gerektiginde en son yiiklediginiz yazilimlari
kaldiriniz, bilgisayarimizi Giivenli kip ag destekli sekilde baslatimiz. Bilgisayarinizin donanim ayarlarinda Ethernet
kartimzin diizgiin tanitildigindan emin olunuz. Bunlara ragmen (G) maddesini gecemezseniz isletim sistemi ya da
Ethernet kartimz igin BIDB Yurtlar Bélgesi Bilgisayar Koordinatéri'nden teknik destek alimiz. (210 3362/
y-koord@metu.edu.tr)

(S) Bilgisayarmizin Yerel Alan Ag Ozellikleri béliimiindeki TCP/IP

(R) Baslat meniisiindeki Cahstir | HAYIR )| kismina DNS adresleri olarak 144.122.199.90 ve 144.122.199.93 giriniz.

kismma asagidaki komutlar:

yazdiginizda en az bir tanesinde
32 bayt veri ile www... [###]
seklinde satirlar goriiyor

(T) Bilgisayarin ag baglantis1 diizgiin ¢alisiyor durumdadir. Web
sayfalarina baglanamiyorsaniz onbellek ayarlarimzi kontrol ediniz. IP
ayarlarinizda DNS adresi kismina yazdiginiz numaralar1 kontrol ediniz.
m_usunuz? Belli bir servisi kullanamiyorsaniz (e-posta génderme/okuma, FTP, ¢esitli
ping www.metu.edu.tr internet programlari gibi) BIDB Yurtlar Bélgesi Bilgisayar Koordinatorii’ne
ping www.cc.metu.edu.tr danisiniz. (210 3362 /y-koord@metu.edu.tr)
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Kablosuz Agi Kullanmis ve Sorun Yasayan Kullanicilar i¢in Windows isletim Sistemi

ODTU Kablosuz Ag Sorun Coziim Semasi

oBilgisayarimizda Baglat meniisiinden Calistir kismina gelip cmd yazimiz. A¢ilan pencerede ipconfig -all
BASLA omutunu ¢ahstirimz. Ekranda gordiigiiniiz kablosuz ag baglantisina ait fiziksel adresinizi
Thttp://affected.metu.edu.tr sayfasinda MAC Adresi siitununda goriiyor musunuz?

>

Bu durumda kablosuz ag1 kullanimimiz kisitlanmistir. Sayfada belirtilen kisitlama sebebini
ortadan kaldiriniz. virus@metu.edu.tr adresine fiziksel adres bilginizi de igeren, kisitlamaya
sebep olan durumu ortadan kaldirdigimizi belirten bir e-posta génderiniz. Gerekirse BIDB
Hot-Line Servisimizi 210 3355 numarali telefondan arayabilirsiniz.

https://netregister.metu.edu.tr adresine merkezi sistem kullanict kodu ve sifrenizle giriniz. Kablosuz Ag
Yetkilendfine kismina geliniz. Kablosuz ag baglantimza ait fiziksel adresinizin burada kayith oldugunu goriiyor

musunuz’

Yeni kablosuz ag donaniminiz sistemimizde kayitl olmalidir.

Yeni Kayit kismina gelerek MAC (fiziksel) adresinizi kayit ettiriniz. Kaydinzi girdiginiz anda
aktif hale gececek ve kablosuz ag1 hemen kullanabileceksiniz. Her kullanici en fazla 4 adet
farkli kayit yapabilir.

<

T
Baglanti problemi yasadiginiz yerde bagka kullanicilar diizgiin baglant1 kurabiliyorlar mi1?

L ow b

Bilgisayarimizin kablosuz internet ayarlarinin degismediginden ve diizgiin yapilandirilmis
oldugundan emin olmak igin bir sonraki sayfadaki Yeni Kullanicilar semasinda BASLA
kismindan itibaren yeni kullaniciymis gibi tiim adimlar1 uygulayiniz.

Bulundugunuz noktanin daha 6nce baglant1 kurulabilen bir kapsama alaninin i¢inde oldugundan emin misiniz?

< b

En kisa silirede baglanti problemi yasanan
noktanin tam olarak yerini BIDB Hot-Line
Servisimize 210 3355 numarali telefondan ya da
hotline@metu.edu.tr adresine e-posta gondererek
bildiriniz.

Kiitiphane sesli (rezerve) bolimi gibi
kablosuz ag baglantisinin kurulabildiginden
emin oldugunuz bir kapsama alanindayken
de baglanti probleminizin devam edip
etmedigine bakiniz. Gerekirse BIDB Hot-Line
Servisimizi 210 3355 numaral telefondan
arayabilirsiniz.




Kablosuz Agi ilk Kez Kullanacak Kullanicilar igin Windows isletim Sistemi

ODTU Kablosuz Ag Sorun Coziim Semasi

Baglat mentisiinden Caligtir kutusunda devmgmt.msc yaziniz veya Denetim Masas1 - Sistem - Donanmim
BASLA - Aygit Yoneticisi kismina geliniz. Cikan meniide Ag Bagdastiricilar: altinda kablosuz ag bagdastiricinizin
ismini ve modelini lizerinde kirmizi ¢arp1 ya da sar1 iinlem isareti olmadan goriiyor musunuz?

~L I

Kartinizin ismi ve modeli hi¢ goriinmiiyorsa, harici bir Bilgisayarimzin dahili bir kablosuz baglanti donanimi
kart/adaptor kullaniyorsaniz — adaptoriiniiziin  takili varsa, ((0))isaretli kablosuz baglanti uyari 15181 siirekli veya
oldugundan emin olunuz. Bilgisayarinizda dahili bir kesik kesik yaniyor mu?

kablosuz ag donanimi varsa BIOS ayarlarinizda

donanimiizin etkin oldugundan emin olunuz. Denetim ]
Masas1 - Donamim Ekle meniisiinden bilgisayarinizda

yeni donanim taratiniz. Sonu¢ ¢ikmadiysa bilgisayari- Bilgisayarinizda kablosuz kartinizi aktif etmek igin

nizda kablosuz baglanti i¢in uygun donanim olmayabilir. ayri bir digme varsa ona basinz ve 1518in
Bilgisayar1 aldigimz yere danisiniz. Kart simgenizin yanmasini saglayiniz. Eger ((o)) isaretli 6zel bir tus
izerinde sar1 iinlem isareti varsa kartimz diizgiin kombinasyonu varsa (FN tusu ile birlikte 5’e &
tanitilmamistir. Giincel siirtici dosyalarini temin edip basmak gibi) kullanimiz ve 1s18in  yandigini o
kartinizi bagtan tanitimiz. Kart simgesinin {stiinde goriiniiz. Modele bagh olarak 1s1kl1 uyar1 yerine

kirmiz1 ¢arp1 isareti varsa kartiniz yonetimsel olarak ekranda wireless on gibi bir uyar1 da ¢ikabilir.

kapal1 olabilir. Simgenin tizerine sag tiklayip EtKinlestir Bazi Kkartlar sadece kendi 6zel programlariyla
dediginizde kirmizi c¢arpr kalkmalidir. Kalkmiyorsa calisir. Bunu yiikleyiniz ve kullanimz. Coziim
bilgisayari aldiginiz yere danisiniz. bulamazsaniz bilgisayari aldiginiz yere danisiniz. v

Kablosuz ag baglantisi i¢in isletim sisteminin kendi yazilimini veya kartinizla beraber gelen 6zel yazilimi kullanabilirsiniz.
Hangisi bilgisayarinizda aktifse bu programi kullanarak ng2k yayimni gériiyor musunuz?

Bir kapsama alaninda oldugunuzdan emin olunuz. Gerekirse size yakin yayin yapan baska bir noktaya gidiniz ve
ng2k yaymini gormeye calisiniz. Kullandiginiz yazilimin ayarlarini inceleyiniz. Ag kartimizin yazihmda aktif
goriindiigiinden, otomatik yayin arama ézelliginin devrede oldugundan emin olunuz. isletim sistemiyle gelen
standart yazilimi kullaniyorsaniz, kartinizla beraber gelen yazilimi devreden ¢ikariniz ve Denetim Masas1 >
Yonetimsel Araglar > Hizmetler altinda Kablosuz Sifir Yapilandirma servisini tekrar baslatiniz.

EVET

(1) Baslat meniisiindeki Calistir kismina cmd yaziniz. Agilan pencerede ipconfig -all yazarak gorebileceginiz kablosuz ag
baglantisina ait MAC adresinizi http://netregister.metu.edu.tr adresinde Kkaydettirmediyseniz, Kablosuz Ag
Yetkilendirme - Yeni Kayit kismindan Kkaydettiriniz. Kablosuz ag baglantis1 fiziksel adresinizin dogrulugunu
(yanlislikla ethernet kartiniza ait adresi girmediginizi) kontrol ediniz.

(2) Denetim Masas1 > Ag Baglantilar altindaki kablosuz ag kartimzin simgesine sag tiklayip Ozellikler meniisiine
giriniz. Burada icinde 802.1x, IPX, TCP/IP siiriim 6 yazan satirlar1 bagka bir kablosuz agda kullanmak amaciyla
kurmadiysaniz kaldirimz. Ayni yerde TCP/IP yazili satirin 6zelliklerinde IP ve DNS Adreslerinin otomatik olarak
alinmasinin isaretli oldugundan emin olunuz. Ag képriisii kullanmayiniz.

(3) Modem kullaniyorsaniz ona ait TCP/IP ayarlarinin bos olduguna, tiim segeneklerin kablosuz ag kartiniza ait TCP/IP
satirina girildigine emin olunuz.

(4) http://affected.metu.edu.tr adresindeki tablonun MAC Adresi siitununda, kablosuz ag baglantiniza ait fiziksel
adresinizin bulunmadigina emin olunuz.

(5) Baslat meniisiindeki Caligtir kismina cmd yaziniz. Agilan pencerede ipconfig -all yaziniz. Kablosuz Ag Baglantisi IP
adresinizin 144.122. ile baslayan bir numara olduguna emin olunuz. Kablosuz ag baglanti1 yazihminizda ng2k yayininin
ozelliklerine girdiginizde Ag Yetkilendirmesinin agik, Veri Sifrelemenin devre dis1 oldugundan emin olunuz.

Sorununuz diizeldi mi?

Kablosuz ag kart1 siiriicii yazihmini sistemden kaldirip bastan tekrar yiikleyiniz. Web Bilgisayariniz ile
onbellekleme ayarlarini web tarayicimizin Araglar > Internet Secenekleri > beraber Bilgi islem
Baglantilar > Yerel Ag Ayarlar1 kismindan kaldiriniz. Gegici olarak Denetim Masasi : Daire Bagkanlig1

altindaki Windows Giivenlik Duvarini ve tiim giivenlik duvari 6zellikli yazilimlar: Koprii Kat 114 no.lu
kapatiniz ya da ayarlarinin baglanmaniza engel olmadigindan emin olunuz. Denetim odadaki  Hot-Line
Masas1 > Yonetimsel Araglar -> Hizmetler altinda DHCP ve Kablosuz Sifir Servisi'ne geliniz.
Yapilandirma servislerini yeniden baslatiniz. Tiim semay1 bastan gézden gegiriniz.
Sorununuz diizeldi mi?
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CHAPTER 1
METU Information Technology

Policies and Rules

In order to facilitate secure usage of University IT resources effectively, “METU Usage
Policies of Informatics Resources” document (http://computing-ethics.metu.edu.tr), a
copy of which is submitted below, published and became affective on 25 March 2004.
While making use of METU Information Services, it is mandatory to abide with the
principles and policies mentioned on the link below.

http://cc.metu.edu.tr - Policies & Rules

METU Information Technology Resources
Use Policy

1. Definitions

METU IT Resources: The concept of METU IT Resources covers METU’s ownership
rights and METU’s licensing or leasing privileges upon, or METU’s possession of the
rights to use every computer/computer network, hardware, software and related
services.

Users of METU IT Resources: They are natural and legal persons for whom
authorization procedures, which entitle them the use METU IT resources, have been
carried out on the system resources.

e METU Users: The concept of METU Users designates the current
permanently or temporarily employed personnel in academic or
administrative positions within the departments and units under METU’s
administrative structure and, all the current undergraduate and graduate
students pursuing their educational life at METU. These users own the core
right to use the full array of METU IT Resources.

e Special Users: The natural and legal persons to whom the University provides
specific limited and/or specific temporary information technology services are
defined as Special Users. Such natural and legal persons affiliated to METU are
entitled to use METU IT Resources in a limited and/or temporary fashion under
the explicit authority and approval of the Presidency.
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o Excluded Users: The individuals or organizations that do not possess the
similar rights to use METU IT Resources as the rights defined above for METU
Users and Special Users who are only entitled to use those commonly
available services or resources (e.g. METU web pages, METU Electronic List
Service, ftp service etc.) are defined as Excluded Users.

2. Use of METU IT Resources

Primary Use: The use of METU IT Resources in ways precisely related with such
missions of the University as instruction, education, research activities, providing
social service and with such administrative/managerial activities are defined as
Primary Use.

Secondary Use: The Secondary Use of the resources covers the use that is excluded
in the Primary Use. Secondary Use of the resources is acceptable only insofar this type
of use consumes the part of the resources that are not needed essentially by the
Primary Use and that would otherwise not be utilized. When Secondary Use of the
resources starts to burden or hinder the Primary Use of the resources that Secondary
Use then is deemed as an infringement of the General Provisions and is no longer
acceptable.

3. General Provisions

1. METU IT Resources are rendered available by the University to provide essential
services for the applications defined within Primary Use section. Therefore,
wasting of the resources should be avoided.

2.  The departments that render METU IT Resources available must,

e ensure the privacy and confidentiality of the information that belong to users,
e manage the resources in a fair manner,

e take security precautions according to risk levels to minimize the threats
against resources,

e regularly back up resources according to the priority of the critical ones,

o keep the information that provides material evidence for security concerns
systematically so as to assist in determining the identity of the users of the
resources.

3. Theusers of METU IT Resources should implement the reasonable personal
precautions pertaining to the security of the resources allocated to
them/resources that belong to them within the scope of the Primary Use. It is the
users’ responsibility to make backups of the information available on these
resources according to the priority of that information.

4. METUIT Resources should be used under the framework of the regulations
specified by the offices that METU administration granted authorization to. The
implementations of the authorization granted to the offices should not be
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10.

contradictory with the initial objectives of granting that specific authority.
Appropriate authorization should be implemented for each task to be carried out.
The regulations specified by the offices should not be changed or altered or
annulled without appropriate permission of the relevant authority.

While using METU IT Resources, the users should respect the copyright and
intellectual property rights of all the resources created by using METU IT
resources and all the resources (such as software, hardware, network resources)
kept or used on METU IT resources (by carefully observing such rules and
procedures as obtaining permission/approval, adhering to licensing terms,
complying with networking ethics etc.)

METU IT Resources should not be used,
e to transfer, to extend and to lease the right to use METU IT Resources directly
or indirectly to others,

e touse METU IT Resources for commercial purposes or for personal monetary
gain, without the explicit approval or authorization of the University
Presidency.

METU IT Resources should not be used,

e to distribute the information resources within METU (announcements, news,
documents etc.) to the third parties unless specifically authorized or
permitted to do so,

e to gain unauthorized access to the information and resources (computer,
computer network, software and services) belonging to METU or third
parties,

e to perform applications and activities intending to prevent the use of the
resources by other users,

¢ in manner that damages the resources/jeopardizes the security of the
resources.

METU IT Resources should not be used to,

e generate, keep or distribute material that is inconsistent with the general
code of conduct or ethical/moral behavior,

e to spread political propaganda,

e tosend random and unsolicited e-mail messages (SPAM messages).

It is forbidden to use METU IT Resources for the purposes of carrying out
activities that breach the University regulations, the laws of the Turkish Republic
and affiliated regulations.

Disclaimers do not render the cases/incidences that violate General Provisions
of this policy acceptable.
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4. Authorization and Responsibilities

The University makes available METU IT Resources to the users and maintains the
operation and continuity of the services in conformity with the primary purposes and
missions of the University.

The users of METU IT Resources are themselves solely responsible from the activities
they perform on METU servers with the User Code/Password pairs and IP (Internet
Protocol) addresses that are assigned to them, all kinds of resources (documents,
official paper, software etc.) they have created by using or keep on the METU IT
Resources, providing authorized personnel with accurate and intact facts/information
about the use of resources when required in compliance with the usage terms of those
resources, with the Regulations of the University, with the Laws of the Turkish
Republic and affiliated regulations.

The METU administration reserves the right to take sides in the issues causing
disputes between METU Users/Special Users and the third parties.

The METU Presidency and/or the departments that METU Presidency authorized are
entitled to specify the all-encompassing rules, regulations and policies about METU IT
Resources, review and revise them regularly according to the demands of the emerging
new technologies, implement and enforce the required amendments. The changes
committed shall be announced publicly via the general announcement mechanisms.

5. Procedures and Sanctions

If one or more of the General Provisions of this policy are violated and METU IT Resources
are inappropriately used, this may result in one or more of the following actions;

e The user may be warned verbally or with a written notification,

e The METU IT Resources allocated to the user may be restricted for a specified
term or indefinitely,

e The user may be referred to the academic or administrative disciplinary
proceedings of the University

e Legal action can be taken and the user can be referred to the state court,
depending on;
e the misconduct’s severity,

e the magnitude of the resulting damage (on the resources and persons/
organizations),

e recurrence of the misconduct.
If in any case, the Use and the User definitions set forth within this policy cannot
govern certain circumstances, or if the terms and definitions of METU Information

Technology Resources Use Policy do not suffice to explain some special or
exceptional incidences, such cases shall be evaluated and settled by METU authorities.
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CHAPTER 2
Computing Infrastructure at

METU

Backbone Network

Campus technical infrastructure of METU is comprised of a number of departmental
networks and various sizes of multi-user hosts connected around a campus wide
backbone network, METU-NET, which is the first campus network in Turkey. Since
2011, METU-NET is supported with 10 Gigabit Ethernet technologies. The
communication is based technically on Internet Protocol, both [Pv4 and IPvé.

Departments’ coordinators operate departmental LANs and METU-CC provides
technical consultation upon request. You can see the list of department coordinators
from the address below.

http://coordinators.metu.edu.tr

1. Off Campus Internet Access

METU-NET provides its Internet connetion through ULAKNET (Turkish Academic
Network and Information Center) of TUBITAK (The Scientific and Technological
Research Council of Turkey). Main Campus' connection to ULAKNET has 1000 Mbps
capacity. ULAKNET provides a bandwidth capacity of 800 Mbps for the main campus
and its distant units' (METU Northern Cyprus Campus and Mersin Erdemli Insitute of
Marine Sciences) Internet connection. Mersin Erdemli Institute of Marine Sciences
which is not a part of the main campus is connected to METU-NET with a bandwidth
capacity of 10 Mbps and Northern Cyprus Campus is connected with 30 Mbps.

A spare connection of 300 Mbps is kept ready to be used in case of a problem.

You can view the information about the status of Internet connections and their
statistics only from inside the campus from the address below.

http://lines.metu.edu.tr
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2. METU Wireless Network

Wireless network access service is supplied at the METU Campus in accordance with,
IEEE 802.11a/b/g/n standards. Coverage areas with high user density such as
Library, Cultural and Convention Center, classrooms, laboratories etc. have access
points running with 802.11n standard, which supports data transfer speed up to 300
Mbps. You can find out the indoor and outdoor coverage areas of more than 400
access points, supported standards and detailed information from the address below.

http://wireless.cc.metu.edu.tr

You can find problem solving diagrams for wireless network problems in Chapter 7.

2.1. Eduroam

The wireless network access which is provided within the campus is also a part of the
eduroam project which enables the users of member institutes of education to freely
roam through wireless networks that is widely used among the educational
institutions in Europe. The users of establishments which are within this project can
connect to the wireless network of the establishment they are visiting as if they are
accessing their home wireless network. To learn the instutions got involved in the
project from Turkey, you may visit the address below.

http://eduroam.metu.edu.tr

2.2. Connecting to the Wireless Network

An authentication system runs on the wireless network of METU Campus based on
MAC (physical) address. In order to connect to the wireless network, you should sign
in and register the MAC address of your wireless adapter on the system from the
address below.

http://netregister.metu.edu.tr

All users can register up to 4 devices. Immediately after registration users will have
wireless network access.

2.3. Finding the MAC Address

e For Windows operating systems, select;
Start > All Programs > Accessories - Command Prompt

to open the command prompt window Write down the command getmac /v and
press Enter. MAC address of your wireless network adapter is on the line Wireless
Network Connection on Physical Address column.
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¥ C:\Windows\system32\cmd. exe

icrosoft Vindows (Uersion 6.1.7601) 7
opyright <(c)> 2089 Microsoft Corporation. All rights reserved. FI

NUsers\Metullser>getmac /v
onnection Name Network Adapter Physical Address Transport Namne

ocal Area Conn Intel(R) PRO/18 89-8C-29-92-6E-11 \Device\Tcpip (6FESCE6A-EE?2
J AFB-9F499B429423)

oadcon 882. #B-26-82-4A-AB-15 \Device\Tcpip (E?73684CC-C63B
169F77)

N\Users\MNetullser>

e For MAC OSX operating systems, select;
Apple > System Preferences > Network

Choose AirPort on the list of connection points on the left side and click
Advanced. Select AirPort tab. MAC address of your wireless card is on the line
AirPort ID.

= A
P/IP  DNS WINS 802.1X Proxies Ethernet
Preferred Networks
Network Name "~ Security
YASAMKENT_A BLOK None
mnet-cyberpark None
YU_NET_MK2 None .
USR5451 None v
+ ~ 7 Drag networks into the order you prefer.
W R b rks this computer has joined
. Disconnect when logging out
Require administrator password to:
__ Create computer-to-comp rks
__ Change networks
_ Turn AirPort on or off
AirPort ID: 00:26:08:e5:45:96
@ [ Cancel ) [ OK
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For iOS (iPhone/iPad) operating systems, select;
Settings - General > About

MAC address of the wireless card of your device is on < ’
the line Wi-Fi Address. W vocel MC6038

i i Serial Numb 86048Y6GA4S
For Android operating systems, select; acial Humbee

| Wi-Fi Address  40:A6:09:40.72:17 |
Menu - Settings = About phone - Hardware Bluetooth  40:AB:DOAQ72:16
information IMEI 01 254000 995819 1

MAC address of the wireless card of your device is on ptnan i o
the line Wi-Fi MAC address. Modem Flrmware 04:10.01

For Windows Mobile operating systems, select; Legal

Regulatory

Settings - System -> Version

On My Device screen MAC address of the wireless card
of your device is on the line MAC under Wi-Fi (IEEE
802.11 b/g).

3. Dormitories Area IP-MAC Address Matching Records

For the network access of the users residing in the dormitories IP-MAC matching is in
use to provide security to the users and the campus network services. In order to
make use of the cable network services, you should sign in and define the MAC
address of the ethernet adapter of your computer from the address below.

http://netregister.metu.edu.tr

For Windows operating systems, select;
Start = All Programs = Accessories = Command Prompt

to open the command prompt window. Write down the command getmac /v and
press Enter. MAC address of your Ethernet card is on the line Local Area
Connection on Physical Address column.

For MAC OSX operating systems, select;
Apple = System Preferences - Network

Choose Ethernet on the list of connection points on the left side and click
Advanced. Select Ethernet tab. MAC address of your Ethernet card is on the line
Ethernet ID.

For UNIX/Linux operating systems;

Network interfaces are labeled such as bge0, ie0, ethO etc. Sign in as “root”, write
down the command ifconfig -a on the command line and press Enter. MAC address
of your Ethernet card is on the line HWaddr or ether.
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4. Off-Campus Access to Library Resources

You can use the web caching service for off-campus access to the electronic resources
provided by the METU Library. IN order to make use of this service you should adjust
the internet browser settings. You can get detailed information about this service and
how to set your browser from the link below.

http://cc.metu.edu.tr > Network Services - Other Services > Webcaching
Services Inside the Campus

Before getting connected to the resource, you should adjust the browser settings as
described above, sign in the address below using your user code and password and
get a one time password.

http://netregister.metu.edu.tr

This password is valid for only 2 hours and is to be used only for accessing material
that Library has membership to. When you are asked user code and password while
accessing the material, you should use this one time password.

5. Dial-up Network Connection

There is a modem line which provides Internet access from outside campus through

dial-up network connection. The number is 210 43 00 and has a speed of 33.6 Kbps.
Internal phones in the campus can also connect to this line. You can use this line with
your user code and password. It is charged according to the city phone call tariffs.

You can get detailed information about this service and configuration of connection
from the link below.

http://cc.metu.edu.tr - Network Services = Other Services - Modem Lines

Central Server Systems

The hardware park of METU-CC is comprised of a variety of servers which serve all
METU Campus, operating for the needs of various communities of users and
performing many kinds of functions. You can connect to these servers 7/24 using
programs such as Putty, SSH Secure Shell etc.

e Beluga, Orca

These are the servers used by all users of our university. By connecting to these
servers you can send and receive e-mail messages using Pine or Mutt, compile and run
programs. In addition you can carry out your academic study using licensed software.
You can connect to these servers from the addresses beluga.cc.metu.edu.tr or
orca.cc.metu.edu.tr. Compilers working on these servers are as follows.

xlc (C), xIf (FORTRAN), gec (GNU C), g++ (GNU C++), g77 (GNU FORTRAN)
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e External

This is the gate server of METU. Since Orca and Beluga are unreachable from outside
the campus, first you have to connect to external.cc.metu.edu.tr, and then connect to
the server you want to reach.

METU-CA Root Certificate

METU-CA is an electronic certificate authority application which is established to
create and manage digital certificates for the services such as web, POP, IMAP etc.
running on the central services.

You should install METU-CA root certificate for secure data transfer and in order not
to get a security warning about the certificate reliability on the services that uses
certificates created by METU-CA. You can get detailed information about this service
and installation steps from the link below.

http://cc.metu.edu.tr - Security - Certificate Services

PC Rooms

METU-CC operates 18 PC Rooms in the campus with more than 500 PCs. PC Rooms are
located at the following departments and dormitories.

Dorm. 1 Dorm. 9 Mechanical Eng. (2) Industrial Eng. (2)
Dorm. 2 (1) Isa Demiray Dorm. Civil Eng. Humanities
Dorm. 2 (2) Faika Demiray Dorm. Prep. School (1) Physics

Dorm. 2 (3) Refika Aksoy Dorm. Prep. School (2)

Dorm. 8 Mechanical Eng. (1) Industrial Eng. (1)

In these PC rooms Linux and Windows operating systems are installed. You can get
detailed information about PC rooms’ working hours, hardware configurations,
installed software and regulations from the link below.

http://cc.metu.edu.tr - Facilities > PC Rooms

The PC rooms in departments are available for public use, from Monday to Friday,
during working hours (9:00 AM-5:00 PM). You can have detailed information about
the working hours of the PC rooms in the dormitories from the link above. The PC
rooms are run by PC room supervisors during the working hours. Out of working
hours, the student lab assistants manage the rooms.

You can send any comments and suggestions regarding the operation of PC rooms,
configuration of PC’s and general technical infrastructure by filling out the PC Rooms
Suggestion and Opinion Form from the link below.

http://cc.metu.edu.tr - Facilities - PC Rooms
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Print-Out Service

You can make use of the print-out service at the PC rooms for 0.10 TL per page. You
should pay the fee with the credits on your ID card to the print-out services operator
at the Computer Center (B Block, 1st floor, room 118). You can load credits on to your
ID card through Clizdanmatik machines.

Location Printer Scanner Projector Intferactive
Black-White | Color Whiteboard

Computer Center X X X X X
Humanities X X X

Industrial Eng. (1) X X X

Industrial Eng. (2) X

Physics X X

Prep. School (1) X X

Prep. School (2) X X

Civil Eng. X X

Mechanical Eng. (1) X X X

Mechanical Eng. (2) X

Dormitory-1 X X X

Dormitory-2 (1) X X

Dormitory-2 (2) X

Dormitory-2 (3) X X X
Dormitory-8 X X

Dormitory-9 X X X

Isa Demiray Dorm. X X

Faika Demiray Dorm. X X X

Refika Aksoy Dorm. X X

Furthermore, there is a Braille printer at Dormitory-2 PC Room-1 for the visually

impaired users.

You can get detailed information about the print-out service from the link below.

http://cc.metu.edu.tr - User Support = Laser Print-out Service
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Licensed Software

METU-CC acquires licensed software for campus-wide use, based on user needs and
demands. Software licenses are renewed each year. METU users can have access to the
latest versions of every licensed software. You can get detailed information about the
licensed software from link below.

http://cc.metu.edu.tr - Licensed Software

These software are installed on the PCs at the PC rooms depending on the hardware
configuration of the PCs. You can find further information from the link below.

http://cc.metu.edu.tr - Facilities > PC Rooms > Installed Software at PC Rooms
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CHAPTER 3
User Accounts and E-Mail

Services

User Accounts

Users should have user codes defined on central servers in order to use the
information resources of the university. If you are an incoming freshman of METU,
you are given your user code of the account which is automatically opened and
temporary password within closed envelopes during registration. You should
change your password as soon as possible in order to make use of your account. You
can get detailed information about user accounts and passwords from the link below.

http://cc.metu.edu.tr = User Support - User Accounts

You should use your user account according to the METU Information Technology
Resources Use Policy approved by University administration which is mentioned in
Chapter 1 and the policies and rules which is found on the link below.

http://cc.metu.edu.tr > Policies & Rules
1. The User Code and Password

The user code and the password are both used to access services on central servers,
such as to make use of e-mail services, creating web pages on METU central servers, to
use PC Rooms, to use laser print-out service, licensed software on the central servers,
electronic lists, to use METU modem lines etc. You should not exceed your quota
defined on the systems for not to encounter any problems while using these services.

Moreover, at the beginning of each semester, user codes are used to complete the
registration.

e Importance of the Password

Your password makes your user account private. You should choose a secure
password and not tell it to anybody. The password you choose should include at least
6, at most 8 characters which can be Latin letters, numbers or preferably special
characters like *; ! : # etc. and should not be guessed easily such as your name,
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surname, birth year (numbers between 1900 - 2100 and 00 - 99) etc. As our central
servers are UNIX, your password is case-sensitive.

A User Code (login) Example: e123456
A Password Example: M4+igEr5

2. Changing the Password

You can change your password using either User Account Management web page,
Horde, or SSH connection.

2.1. Changing the Password using User Account Management

Sign in to User Account Management web page with your user code and password
from the address below. Then click Change Password.

https://useraccount.metu.edu.tr

If you are an incoming freshman you should sign in to this page with the
temporary password you are given during registration, and then define your
permanent password.

(D METU User Account Management
¢ CHANGE PASSWORD © REGISTER RECOVERY E-MAIL & SIGN OUT

New Password: | CTOCOCOOOD

Re-type Password : | OOOOCOOCOO

2.2. Changing the Password using Horde

Sign in to Horde with your user code and password from the address below.
https://horde.metu.edu.tr

Select My Account and then Password on the left-hand side menu.
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0O- Horde ange O pa ord
B~ £ Mail Changing password on METU

@ Organizing passwoortlﬂ|°°""" |
- [&] Information Ne:.,l'."" l
= & My Account L2

Confirm new

: B3 File Manager |nuu |

password:
{& Password Change Password (=
- & Options i S )
- @ Log out

2.3. Changing the Password using SSH Connection

Connect to the central servers with a program such as Putty, SSH Secure Shell etc.
Then enter the command passwd to the command line.

metuuser:~> passwd

Changing password for metuuser...

0ld Password:

New Password:

New Password Again:

Password changed successfully for user metuuser.
metuuser:~>

3. Getting a New Password

If you forget your password, you should have registered a recovery e-mail on User
Account Management web page previously in order to get a new password online. In
order to register a recovery e-mail sign in to User Account Management web page
with your user code and password from the address below.

https://useraccount.metu.edu.tr

Then click Register Recovery E-Mail and register an e-mail address other than METU
domain.

If you did not register a recovery e-mail previously or cannot access it, visit Computer
Center (B Block, 1st floor, room 114) with your METU ID card.

If you are an incoming freshman you should sign in to this page with the
temporary password you are given during registration, and then register your
recovery e-mail.
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(D METU User Account Management

¢ CHANGEPASSWORD = REGISTERRECOVERYE-MAIL " SIGN OUT

When you forget your password, a new password will be sent to your recovery address that you have defined
on this page, which should be an e-mail address other than METU domain. Click the link on the e-mail to
activate your new password in 24 hours.

Registered E-Mail : Not defined

Recovery E-Mail : | metuuser@abc.com

UPDATE

If you forget your password, click Forgot your password? on User Account
Management web page. Enter your user name and click Send E-Mail. A new password
will be sent to your recovery address that you have defined previously. Click the link
on the e-mail to activate your new password in 24 hours.

4. Quota

File Quota:
. . Home directory /home505
The disc space that is granted to you on the central Current usage 34368 KB (%13.75)
; Quota 250000 KB
server systems for user.accounts is called quqta. Two |2 o b
different quotas are defined to METU users: File Current file count 55
quota and mail quota. You should not exceed your Flelmi) . 2900
File final limit 5000
quotas and should check them regularly for not to e
encounter any problems. Current usage 7705 (% 1.03)
Quota 750000
You can check the status of your both file and mail
quotas with Horde. Sign in to Horde from the address
below.

https://horde.metu.edu.tr

Select My Account, and then select File Manager on the left-hand side menu. Click
Check Quota on the top bar to reach the quota info.

5. File Transfer through Central Server Systems

You can save files to your account on the central server systems such as documents,
photos etc. in the limits of your file quota. Sign in to Horde from the address below.
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Select My Account, then select File Manager on the left-hand side menu. Click
Choose File to select the file you want to transfer, and then click Upload File(s).

To make changes on the files or directories, tick the box next to the file/directory, then
select the action (Change Permissions/Copy/Cut/Delete/Rename) from Actions drop-
down menu.

a e = a % = @ L os & =
My Homei Create Folder Change Folder Check Quota Horde Mail Calendar Notes Tasks Password Address Book

- Actions: v |3
- (8 Organizing Actions:
[Emlnfcrmaticn Change Permissions Modified Size Permission  Owner Group
5 & My Account gz{"-’ 07/01/2009 - drwx------ 121022 stps_phd
5 B9 File Manager 02/06/2009 - draxr-xr-x  @121022 stps_phd
| shtid.doc &5 07/01/2009 104,960 -rwx------ 2121022 stps_phd
@“‘ﬁfpt'mi ] @r GOrintio01.jpg & 07/01/2000 472,878 -rwx------ 121022 stps_phd
- 0g oul

_/ 2 Folders and 2 Files (578 Kb)

File 1: [[Dosya Sec ] Dosya segimed [l Upioad File(s)

You can also use programs such as Putty, SSH Secure Shell etc. to transfer files to your
account.

6. Backup Service

The data on the user discs of the central servers are backed up daily by copying on
magnetic tapes or other environments. Even if you unintentionally delete your
address book, e-mails in your inbox, or files on your account you can have them from
the backups for the previous 6 months. Sign in to the backup web page with your user
code and password from the address below, and then select the date of the backup.

http://backup.cc.metu.edu.tr

If your request can be found on the backup copies, it will be retrieved and saved on
your account the next day and a notification e-mail will be sent.

The files you have deleted might not always be accessed due to problems that may
occur in the backup service.
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Basvuru Sahibinin
Adi Soyadi: metu user
Bolimu: Bilgi Islem Daire Baskanligi
E-Posta Adresi: metuuser@metu.edu.tr

« Ayni tarihli olmak kosuluyla birden fazla dosya ya da dizin icin yedek talebinde bulunabilirsiniz. Ancak yedek
alma taleplerinin gok yogun olmasi ve zaman almasi nedeniyle asagidaki 3 alandan sadece birisi igin yedek talebinde
bulunabilirsiniz.

« Ikinci bir talepte bulunabilmek igin birinci yedek talep iglemlerinin bitmesi gerekmektedir.

¢ Yedekler her ginin aksami alinmaktadir. Bu nedenle ayni gin iginde gelen e-postalarin silinmesi durumunda
yedeginin alinmasi mamkan degildir.

E-posta adres defterimi yedeklerden indirmek istiyorum.
Merkezi Sunucular (orca/beluga/rorqual/narwhal) Gzerindeki kullanici hesabimda bulunan dosya ya da
dizinlerimin yedeklerden indirilmesini istiyorum. (Ev dizininizdeki tasniflenmis e-postalar -OLDINBOX, sent-

mail gibi- bu kategoriye girmektedir.)

Merkezi Sunucular (orca/beluga/rorqual/narwhal) Gzerindeki kullanici hesabimda bulunan "INBOX"
yedegimi istiyorum.

Hangi tarihli yedegi istiyorsunuz?

Bugunin tarihi 13-09-2011 dir. Yedekler en fazla 6 ay geriye yonelik olarak alinabilmektedir. 13-03-2011
tarihinden 6nceki yedeklere erisim mumkin degildir.Bu nedenle bu tarihten énceki talepler dikkate alinmayacaktir.

Liitfen yedek tarihini seciniz ]

E-Mail

You can make use of e-mail services with your user codes. If your student number is
123456-7, your user code is €123456. If you are an incoming freshman you should
sign in to User Account Management page with the temporary password you are given
during registration from the address below.

https://useraccount.metu.edu.tr

Then you should define your permanent password, register a recovery e-mail and
select your e-mail address in name.surname@metu.edu.tr format.

Incoming e-mails are stored at a mailbox named INBOX. You should keep your Inbox
size as small as possible in order not to encounter any problems while reading or
sending e-mails and in order to make the mail server work properly.

You can use Horde, SquirrelMail or pine programs; or e-mail clients using POP3/ IMAP
services such as Live Mail, Windows Mail, Outlook, Outlook Express, Mozilla
Thunderbird etc. to reach your e-mails.

1. Horde

Horde is a service which enables you to use METU e-mail service, organize your works
with calendar, tasks, notes applications, and manage your METU account easily. You
can access the service from the address below.

https://horde.metu.edu.tr
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& & =

ail Calendar Notes Tasks Password Open Folder(L)

HOroe | K B e ¥ o= 7
New Message(N) Folders(E) Search(S) Horde M

Inbox(I)|

Inbox________ [~

=l “0_“’3 Inbox B ® % 1 to 9 of 9 Messages
Bl g Mail . Mark as: ~] Move|Copy|Messages to -

£ @ Ssdanizing Delete(D) ‘ Undelete(g)f lackli B)| iteli vv)]Forward[Report as Spam ‘ Report as lnnocent|view Messages Purge Deleted(G)

5 (g Inconmation & #  aDate(E) From(M) Subject(3) [Thread(T)] size(2)

v & My Avccount 1 08/31/2011 Ayberk Koc Re: user account sayfasi hk. 21KB

B3 File Manager | 2 09/06/2011 nevin@metu.edu.tr [CC-USG: 4085] (konu yok) 4KB

@ Pe=word ) 3 09/08/2011 Mahmut TEKER [CC-ALL: 4491] Dugun Davetiye 568 KB

3( Opdons ]} 4 09/08/2011 cc-tracker@metu.edu.tr [Hot-Line - Task #2622] (New) Yeni Yuksek Lisans, Doktora ve Aft 2 KB

[ gl Log out DL 5 09/09/2011 feride erdal Re: E-posta gonderme hata mesaji 3KB

& DA 6 09/09/2011 Ozge Alacam Mezun - yeni kayit eposta kapamama maili hakk. 2KB

D& 74 09/09/2011 yusuf safak bayram Re: [TSG-SYS: 94604] hesabiniz kapanmayacak mesaji 2KB

] 8 09/12/2011 Can Acan Re: [HOTLINE: 111226] Re: [TSG-SYS: 94596] Re: Re: Re: merha 203 KB

] 9 09/12/2011 Hasan Nadir Derin Re: [HOTLINE: 111261] Re: [TSG-SYS: 94596] Re: Re: Re: merha 10 KB

You can get detailed information about Horde from the link below.

http://cc.metu.edu.tr > E-mail Services > Web-based E-Mail Services - User
Guide for Horde E-mail Interface

2. SquirrelMail

SquirrelMail is an easy, user friendly and open source e-mailing service which is used
to read and send e-mails via web. You can access the service from the address below.

https://sgrl.metu.edu.tr

Folders
;::; R:::;: Compose ‘Addreéses Foldets Options Search Help
(Check mail)
| Next | 12 | Show All | Toggle All Viewing Messages: 1 to 10 (15 total)
INBOX Move Selected To: Transform SdectedMéssages:
Sl BoK B
Trash (Purge) From @ Date® Subject
Deleted Items [7] feride erdal 430pm  [USG-PC: 7076] Re: Grup Toplantisi
WMW ] BIDB Hot-line Servisi 1205 pm  +[USG-PC: 7075] Fwd: Gitvenlik kameralarim vaym
Junk E-mail [ feride erdal Fri, 12:04 pm [USG-PC: 7073] Re: Grup Toplantisi
sent-mail [7] ce-tracker@metu.edu tr Fri. 9:19 am [Elektronik Yaymlar - Task #3061] (Assigned) Aka ..
Sent [T feride erdal Fri, 9:13 am +Fwd: [Elektronik Yaymlar - Task #3061] Akademik Takvi...
Sent Items [7] ce-tracker@metu.edu.tr Thu, 5:17 pm gitimler / Seminerler - Event #2417] AnkaSEC Konferan ..
Sl [] Hasan Nadir Derin Thu, 3:34 pm *Re: Ceviri
[7] ce-tracker@metu.edu tr Wed. 5:07 pm [Elektronik Yaymlar - Task #3061] Akademik Takvi...
[7] Necmiye Erdem Wed, 1:45 pm [CC-ALL: 4507] KPDS Son basvuru giinii
[7] Tbrahim Cabsir Wed, 9:43 am [CC-ALL: 4506] Re: 144.122 202.0/24 aginda otomatik IP ...
| Next | 12 | Show All | Toggle All Viewing Messages: 1 to 10 (15 total)

You can get more information
of the screen.

about SquirrelMail from Help button on the top menu
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3. Pine

In order to use Pine service, connect to the central servers with a program such as
Putty, SSH Secure Shell etc. Then enter the command pine to the command line.

PINE 4.58 MAIN MENU Folder: INBOX No Messages

? HELP - Get help using Pine

Cc COMPOSE MESSAGE - Compose and send a message

I MESSAGE INDEX - View messages in current folder
FOLDER LIST Select a folder to view

A ADDRESS BOOK - DUpdate address book

S SETUP - Configure Pine Options

Q QUIT - Leave the Pine program

Copyright 1989-2003. PINE is a trademark of the University of Washington.

Help 2 PrevC : RelNotes
CTHER CMDS E [ListFldrs] NextCmd KBLock

As Pine is a text based program, mouse is not used. Use the arrow keys on the
keyboard and the keys of the commands on the bottom side of the window.

4. POP3 and IMAP

POP or POP3 (Post Office Protocol-Version 3) and IMAP (Internet Message Access
Protocol), are e-mail reading services that enable you to easily access your e-mails from
your computer using e-mail clients such as Outlook Express, Windows Mail, Windows
Live Mail, Microsoft Outlook, Mozilla Thunderbird etc. or from your mobile device.

You should define the server type while you are configuring the e-mail client. If you
want to access your folders on the server and messages from multiple computers,
choose IMAP. If you do not need to access your folders on the server and if you want
to download your inbox onto one single computer, access your messages only locally,
choose POP3.

4.1. Outlook Express and Windows Mail

On Outlook Express, which is installed on Windows XP and previous versions, or on
Windows Mail, which is installed on Windows Vista, select;
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Tools = Accounts > Add - Mail (E-mail Account)

On server names screen write down the incoming mail server as imap.metu.edu.tr
for IMAP, pop3.metu.edu.tr for POP3. For both options, write down the outgoing mail
server as smtp.metu.edu.tr. Tick Outgoing server requires authentication check
box on this window on Windows Mail.

After you finish the configuration click Properties on Internet Accounts window.
Select Servers tab and tick My server requires authentication check box on Outlook
Express. On Advanced tab, write down the port numbers 587 for outgoing mail and
993 for incoming mail (IMAP) or 995 for incoming mail (POP3). Tick the both This
server requires a secure connection (SSL) check boxes.

¥ imap.metu.edu.tr Properties 21 x| ¥2 pop3.metu.edu.tr Properties 21|
General I Servers I Connection | Security Advanced I IMAP I General | Servers I Connection I Securty Advanced I
Server Port Numbers Server Port Numbers
Outgoing mail (SMTP): 587 Use Defaults I Dutgoing mail (SMTP): 587 Use Defaults I
[V This server requires a secure connection [SSL) [V This server reguires a secure connection [SSL)
Incoming mail (IM&P): 993 Incoming mail (POP3): 995
[V This server requires a secure connection [SSL) [V This server requires a secure connection (SSL)
Server Timeouts Server Timeouts
Shot = f~————— Long 1 minute Shot =/~ Long 1 minute
Sending Sending
[~ Break apart messages larger than |50 ~ KB |~ Break apart messages larger than |50 ~ KB
Delivery
IV Leave a copy of messages on server
[~ Remove from server after |5 3: day(s)
[~ Remove from server when deleted from 'Deleted Items'
0K I Cancel I Apply | 0K | Cancel | Apply ]

If you select POP3, e-mails are deleted from the server while downloading. If you don't
want to download all messages at this time, tick Leave a copy of messages on server
check box on the same window.

4.2. Windows Live Mail

On Windows Live Mail, which is a component of Windows Live package, click Email
on Accounts tab. On server settings screen write down the incoming mail server as
imap.metu.edu.tr for IMAP, pop3.metu.edu.tr for POP3 and tick Requires a secure
connection (SSL) check box. Write down the port numbers 993 for IMAP and 995 for
POP3. For both options, write down the outgoing mail server as smtp.metu.edu.tr,
the port number as 587 and tick Requires a secure connection (SSL) and Requires
authentication check boxes.

73



Configure server settings

If you don’t know your email server settings, contact your ISP or network administrator.

Il Windows Live Mail P

Incoming server information Outgoing server information
Server type: Server address: Port:
[IMAP v] \'smtp.metu.edu.tr ‘ ‘587

|

[v] Requires a secure connection (SSL)

. Port: o - PR
Server address: o [V] Requires authentication

‘imap.metu.edu,tr ‘ |993 ‘

[v] Requires a secure connection (SSL)

Authenticate using:

[Clear text vl

Logon USEr name:

} metuuser ‘

Cancel l | Back I [ Next

4.3. Microsoft Outlook

On Microsoft Outlook, which is installed with Microsoft Office package, select;
File > Account Settings - Account Settings > New

Then select Manually configure server settings or additional server types. On
e-mail settings screen write down the incoming mail server as imap.metu.edu.tr for
IMAP, pop3.metu.edu.tr for POP3. For both options, write down the outgoing mail

server as smtp.metu.edu.tr and click More Settings.
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Add New Account

Internet E-mail Settings
Each of these settings are required to get your e-mail account working.

User Information Test Account Settings
Your Name: Metu User After filing out the information on this screen, we
recommend you test your account by dlicking the button
E-mail Address: metuuser @metu.edu. tr below. (Requires network connection)
Server Information
Test Account Settings ...
Account Type: IMAP E

Incoming mail server: 7o ML 200 [¥] Test Account Settings by dicking the Next button

QOutgoing mail server (SMTP): smtp.metu.edu.tr

Logon Information

User Name: metuuser

Password: ——
[¥]Remember password

["]Reguire logon using Secure Password Authentication (SPA)

[ < Back ” Next > ][ Cancel ]

On Internet E-mail Settings window select Outgoing Server tab and tick My outgoing
server (SMTP) requires authentication check box for both options. On Advanced
tab, the port number for outgoing server should be 587 and type of encryption should
be TLS. The port numbers for incoming server should be 993 for IMAP, 995 for POP3
and type of encryption should be SSL.

Internet E-mail Settings Internet E-mail Settings
[ General I Sent Items [ Deleted Items ] | General | Outgoing Server l Connection | Advancedj
[ Outgoing Server | Connection | Advanced

Server Port Numbers -

Server Port Numbers -
Incoming server (POP3): 995 Use Defaults

Incoming server (IMAP): 993 Use Defaults
Incoming server. AMAF) el [¥] This server requires an encrypted connection (SSL)
Use the following type of encrypted connection: | SSL [z, Outgoing server (SMTP): | 587

Qutgaing server (SMTP): | 567 Use the following type of encrypted connection: |TLS \z‘
Use the following type of encrypted connection: |TLS
cils I E‘ Server Timeouts

Server Timeouts Short Long 1minute

Short J Long 1minute <

Delivery

Foldk —

G [#]Leave a copy of messages on the server

Root folder path: [V]Remove from server after 14 4| days

["]Remove from server when deleted from 'Deleted Items'
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4.4. Mozilla Thunderbird

On Mozilla Thunderbird, select;
Tools = Account Settings = Account Actions - Add Mail Account

On the window that the server settings are defined automatically, click Manual
config. Write down the incoming mail server as imap.metu.edu.tr for IMAP,
pop3.metu.edu.tr for POP3 and the port numbers 993 for IMAP, 995 for POP3. For
both options, connection security (SSL) type should be SSL/TLS and authentication
method should be Normal Password.

For both options, the outgoing mail server should be smtp.metu.edu.tr, the port
number should be 587, connection security (SSL) type should be STARTTLS and
authentication method should be Normal Password.

Mail Account Setup

Your name:  Metu User Your name, as shown to others
Email address: metuuser@metu.edu.tr
Password: eeesssse

v| Remember password

Configuration found by trying common server names

Server hostname Port SSL Authentication

Incoming: |IMAP | imap.metu.edu.tr 993 v l SSL/TLS v | | Normal password v J
Outgoing:  SMTP smtp.metu.edu.tr v 587 v [STARTTLS v ] INovmaI password - ]
Username: metuuser

Advanced config Cancel ] | Re-test | 1 Create Account

4.5. iPhone /iPad

On your iPhone or iPad, select;
Settings - Mail, Contacts, Calendars - Add Account > Other - Add Mail Account

On server settings screen write down the incoming mail server as imap.metu.edu.tr
for IMAP, pop3.metu.edu.tr for POP3. For both options, write down the outgoing mail
server as smtp.metu.edu.tr.

After you finish the configuration, for incoming server settings, tap your e-mail
address on Mail, Contacts, Calendars screen. Then tap Advanced on Account screen.
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Use SSL option should be on, authentication method should be Password and the
port numbers should be 993 for IMAP and 995 for POP.

For outgoing server settings, tap SMTP on Account screen. Use SSL option should be
on, authentication method should be Password and the port number should be 587.

Sent Mailbox

Deleted Mailbox !
Outgoing Mail Server

Deleted Messages Host Name smtp.metu.edu.tr

Remove After one week > User Name metuuser

Incoming Settings Password eeeeccee

Use SSL [ on @) Use SSL [ on @
Authentication Password > Authentication Password >
IMAP Path Prefix Server Port 587

Server Port 993

4.6. Android

On your Android device, select E-mail under Applications and tap Manual setup. On
incoming server settings screen, write down the server name as imap.metu.edu.tr for
IMAP and pop3.metu.edu.tr for POP3. Write down the port number as 993 for IMAP
and 995 for POP3. For both options, select the security type SSL (Accept all
certificates).

On outgoing server settings screen, write down the server name as smtp.metu.edu.tr
and port number as 587. Select the security type TLS (Accept all certificates) and
tick Require sign-in check box.

77



all 25 1:49 PM
Incoming server settings Outgoing server settings
User name SMTP server

metuuser smtp.metu.edu.tr

Password

NIMAP server ESecurity type ’

imap.metu.edu.tr | TS (Accept all certificates) v

ort

993

Require sign-in

User name

Security type metuuser

SSL (Accept all certificates) Password

IMAP path prefix

5. Spambox

The received e-mail messages are filtered by a spam filter which is running on central
mail server. The messages that are marked as spam are directed to a folder located
under your mail directory, and it is named as Spambox. You can access the Spambox
through Horde, SquirrelMail or pine programs; or e-mail clients using IMAP services.

Sometimes a normal e-mail can be marked as spam by the filter. Therefore you should
check your Spambox periodically.

The messages on the spamboxes that extend the limits will be moved to another folder
automatically in the same directory under the name of Spambox.date and a
notification e-mail will be sent. These moved spamboxes will be deleted within a
specified period automatically.

6. Mail Forwarding

In order to forward all the received e-mail to another e-mail address or address list,
sign in to Horde from the address below.

https://horde.metu.edu.tr
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Select Mail, and then select Forwards on the left-hand side menu.

-

[ & = ( = 5

= = @] ; < P
Horde Mail Vacation Notes Tasks Password Address Book Problem Help Log out

Set or Remove E-Mail Forwards

An e-mail forward lets you redirect your mail to another address (or a comma separated list of
addresses if you wish). You can even forward to another address and keep a copy in your local
mailbox. This form lets you install (or remove) e-mail forwarding for your account.

Keep a copy in your local mailbox?

Unset/remove a forward
[ somt & |

Set/install a forward to: | |

7. Vacation Message

In order to inform the senders by sending them an automatic message, in case you
have no position to respond to the sender or you are on vacation, sign in to Horde
from the address below.

https://horde.metu.edu.tr

Select Mail, and then select Vacation on the left-hand side menu.

2 o= B 0 E G £ @] ! £ 3
Horde Mail Calendar Notes Tasks Password Address Book Problem Help Log out(L)

_—_————-————uuauauuux
Change Vacation Notices

A vacation notice will automatically reply to any incoming mail you receive while you are away or unable to attend
to your e-mail -- for example while on vacation or out of town on business. It could be used as a courtesy to let
others know why you are not answering their e-mail to you. This form lets you install or remove a vacation notice
for your e-mail account. You should edit the default message to meet your needs.

© Set/install vacation notice
) Unset/remove vacation notice

Subject:
IOn vacation message

Message:
I'm on vacation and will not be reading my mail for a while.
our mail will be dealt with when I return.

Even vacation messages are useful, remember that the messages from e-mail
addresses which automatically send spam messages will also be replied.
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8. E-Mail Forwarding Service for Newly Graduated Students

The graduated or withdrawed students' user codes will expire in one semester. In the
scope of the forwarding service, the e-mail addresses of graduated students are left
active for a term after graduation, and then they are terminated and directed to an
indicated e-mail address forever, at the end of that duration.

For prospective graduate students, a warning message is sent 6 months before, stating
that their account will be terminated, followed by a reminding message 1 month
before the termination. The students can do the forwarding 1 week before the
termination or whenever they want after their account is terminated.

For the graduated students' e-mail addresses there is a forwarding service since 2004-
2005 Academic Year. The forwarding of the user accounts can be done via web by
using the central user account and password over the address;

https://alumni.cc.metu.edu.tr

As the forwarding system has been implemented for the graduates after the 2004-
2005 semester, the graduates before this semester have to come to the METU-CC for
the application. For this, they have to fax a copy of their identity card and their student
number together with their preferred forwarding address to (0 312) 210 3303. After
that, to follow the procedure you may get in contact with the following address.

hot-line@metu.edu.tr

Electronic Lists

An electronic list is an effective way of communication for those who are a part of a
chapter or those who have common interests about a certain topic. If you want to send
a message to more than just one person you can reach all by sending a message to a
subscribed list, instead of sending the same message to those people one by one. In
order to be a part of an electronic list communication, you must become a member of
the list with your e-mail address.

You can get detailed information about electronic list service from the link below.

http://cc.metu.edu.tr - E-mail Services = Electronic Lists

1. Mailman Web Interface

Mailman software is being used for electronic listing service at METU. Mailman is an
electronic list software that keeps track of a number of users subscribed to a number
of electronic lists. Mailman allows users to subscribe and post messages to lists, to
display the subscribers of a specific list, to review the configuration set-up of lists and
to make use of many other utilities via web interfaces.
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If you are a list subscriber or you want to be a list subscriber, click the related list
name on the address below.

http://mailman.metu.edu.tr/mailman/listinfo
If you are a list owner, click the related list name on the address below.
http://mailman.metu.edu.tr/mailman/admin

If you are a list moderator, you can access the moderation interface by typing the
related list name on <list-name> part of the address below.

http://mailman.metu.edu.tr/mailman/admindb /<list-name>

2. Some Popular Electronic Lists at METU

o  dksk-l@metu.edu.tr (Mountaineering and Winter Sports Club Communication List)
¢ eslidanslar-duyuru@metu.edu.tr (Couple Dances Club Communication List)

e ilkyar-l@metu.edu.tr (ilkyar Student Community Announcement List)

e Dbidb-bulten@metu.edu.tr (METU-CC Bulletin List)

Personal Web Pages

Using your user account at METU central servers, you can create your personal web
pages which can be reached from the address below.

http://www.metu.edu.tr/~e123456

For this purpose, sign in to your user account and put the web files under wwwhome
directory.

You can get more information about personal web page service from the link below.

http://cc.metu.edu.tr > Web Services

Blog Service

Blog, known as web diary in the Internet world, is a set of applications aim to provide
a platform to individuals to publish their writings and get reader comments. In order
to form your own blog, sign in to METU Blog Service from the address below.

http://blog.metu.edu.tr

You can prepare your personal blog pages which can be reached from the address
below.

http://blog.metu.edu.tr/<user-code>
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ORTA DOGU TEKNIK UNIVERSITES| BLOG SERVISi Afama Q
‘ Arama
> 4

@ Abonelik: RSS

Anasayfa Kullanim sozlesmesi Sikga Sorulaniar

2y ] Blog nedir? [N R—

ar:admin Kullanici adi:

Bloglar higbir teknik bilgiye gerek duymadan kolayca olusturulan, kisilerin istedikleri hersey

hakkinda igerik olusturduklan gunlik tarzi web sayfalandir. Sifre

Blog kelimesi Ingilizce'de “web” ve “log” kelimelerinin birlesmesiyle olusan weblog

kavramindan tiremistir. [T Beni hatirla
] 'ni okudum,

Kelime anlami olarak blog, cogu zaman en son yazilan yazi en Ustte olacak (ters kronolojik) kabul ediyorum.

sekilde siralandinlmig, tek bir sayfa tzerinde bir cok yazi gésterme esasina dayanan internet

uygulamasidir. Bloglanin kolay olusturulmasinin yaninda diger bir 6zelligi de yazilara yorum

onayi vererek kolayca kullanicilarla etkilesim sadlanmasidir. Bu sekilde yazar okuyucu iletigimi

guiclenmektedir. |
Yardim

]
g&\ 1 0 adlmda blog unuzu 0|U§turun Wordpress Yardim Videolan

Yazar:admin
Wordpress Help Videos
1. http://blog.metu.edu.tr sayfasinda Giris bolumine merkezi sunucular tizerinde tanimh
kullanici kodu ve sifrenizi yazarak giris yapin (kullanmaya baslamadan once kullanim
sozlesmesini mutlaka okuyun.) Karsiniza ilk olarak blog sayfanizin olusturulmast icin

cacakliiclamior Giniz blog vangtio oouf: calacal hic

Wordpress Turkiye

You can send any questions or problems about METU Blog Service to the address
below.

blogadm@metu.edu.tr

Electronics and Computer Glossary

You can reach to an electronic and computer glossary in Turkish/English, which has
been developed from the basic work of Prof. Dr. Biilent Sankur of the Bosphorus
University, from the address below.

http://dictionary.cc.metu.edu.tr
Phonebook

You can reach to the phonebook in which you can find the phone numbers of METU
staff, academic and administrative units at METU and useful services in the campus
from the address below.

http://phonebook.metu.edu.tr
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Onemli Telefonlar
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Akademik Ve idari Birim Telefonlan
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When you are searching personnel, enter the name and surname of the person and the
numbers you see on the verification image. You have to fill all the fields.

Signing in with the user code and password is only accessible to METU staff.

Announcements-Events-Job Opportunities
Systems

The units in METU are capable of publishing various announcements, news of events,
and employment advertisements, interactively via Announcements, Events and Job
Opportunities systems by using their EIS codes. You can access the published
announcements, news of events and employment advertisements from the addresses
below.

e Announcement System: http://announce.metu.edu.tr
e Events System: http://event.metu.edu.tr
e Job Opportunities System: http://ios.metu.edu.tr

Current announcements and events are also displayed on METU Main Page.

Student communities and teams can also make their events and announcements be
placed on METU Main Page by applying the Office of Cultural Affairs or Office of Sports
that they are attached.

You can also follow the announcements, news of events, and employment ads with
RSS (Really Simple Syndication) service. RSS is an XML file format which facilitates the
sharing with others the contents of frequently updated web sites. With RSS it is
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possible to access the newly added content of a site without actually having to access
the site itself. In order to make use of the RSS service, add the RSS addresses of the
related services on a web based software or on RSS reading software installed on the
computer or use a web browser or e-mail client software with RSS support.

You can get detailed information about RSS service by clicking the RSS button on the
METU Main Page or from the link below.

http://cc.metu.edu.tr > Web Services - RSS Service
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CHAPTER 4
Web Based Information

Systems

Student Affairs Information System

Student Affairs Information System (SAIS) is a web-based Internet application first
used in 1997 semester registration on the Internet. SAIS is in the service of Registrar’s
Office, academic units and students at the moment and it can be reached inside or
outside of METU campus. In SAIS, users can use programs according to their access
levels. During the registration, following address is used.

https://register.metu.edu.tr

1. Necessary Information Required Before the Registration

All students registered to our university are being given a user code and a password.
You should check your user code and password before the registration period begins.

Start visiting the following web page, which is updated frequently with the latest
information, approximately two weeks before the registration.

http://www.oidb.metu.edu.tr

You can reach the information about the registration related topics such as general
information, important announcements, where to apply for your problems; PC rooms
used for registration and working ours, help pages for the registration program from
the address below.

http://www.cc.metu.edu.tr/register

Since the information on these pages is updated regularly, it is highly recommended
that you should frequently visit this web address and the links on this page.

2. Programs Used During the Registration

Before the registration, you can access the programs that are explained in the
following sections through the links on the address below.

85



https://oibs.metu.edu.tr

You can get detailed information about the amount of the tuition fee, how to be
exempt from the payment of tuition fee, academic status, the courses opened and their
criteria etc.

e Student Semester Details

You can learn about, your tuition fee payment amount, your academic standing, the
name and surname of your advisor, your address information via this program by
pressing the register button.

If you have library or university debt, the program may not permit you to continue
registration or to take the lessons you need.

To get rid of the problems about your academic standing or your address information,
please contact your department secretary in Registrar’s Office.

If any problems about the tuition fees occur during registration, apply to Accountancy
Office (Dean's Office of the Faculty of Arts and Sciences, 2nd floor) and make proper
changes.

e Academic Record Sheet

You can access the detailed information about your academic standing via this
program.

If your academic standing is suspension you cannot take a new course. If your GPA
stands between 1.80 and 2.00, you can only take a course load as much as your
department allows you to take.

If there is a mistake in your academic standing mentioned in the topics above, you
have to contact Registrar’s Office.

e View Program Details

You can access to the lists of must courses prerequisite courses selective courses and
equivalent courses via this program. In any case of incompatibility of your department
with this program, you must contact secretary of your department.

e Course Schedule

This is one of the programs you should use a lot before the registration period. You
can access the information on department basis, like; courses opened, groups of the
courses, the instructor who lectures the course and the classroom of the course,
course hours via this program.
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If the department criterion for the group of the course you want to take is not defined,
this means that the course group is open to University. If the course group opened,
will be given to some of the department students, you can only enter related
department definitions. The course can be taken by major, double major and minor
students of related department. This is applicable for students standing in-between
the limits of information such as Min. CumGPA, Max. CumGPA, Min. Year, Max. Year,
Start Grade and End Grade that are defined for a particular department.

While determining the course you will take before the registration, you should check
whether the group of the course is open to our department, you should check which
group fits to your surname if criteria had been defined for the course, you should
check whether the course is suitable for you if cumulative and semester control has
been added, with this program.

If you have any problems with the topics mentioned above, you have to contact your
department.

e View Course Details

This is the program with which you can learn or check whether the course has a
prerequisite or equivalent or not.

If you have any problems related to this subject, you must contact your department.

e View Course Capacity

This is a program where the capacity decided by the departments for a course is
displayed during the registration period of the course to be added.

Regarding the problems related to the course capacity, inquiries should be directed to
the related department.

e View Student Course Categories

This is the program that you can learn which elective course you take in which
category and list the courses that have opened in concerning elective category during
registration.

Also you can learn the elective categories you can take by entering the course code.

e Student Mobile Information

Mobile Student Affairs Information System (MOIBS) is an application developed to
enable the students to acquire information from the automation systems by means of
mobile technology. The students can find out information about their grades and
tuition by short message services (SMS) using their cell phones.

The students who want to make use of the MOIBS service should define and enter
their cell phone numbers and the services they want to use by means of this program.
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e Registration Withdrawal

When our students are withdrawing from the University, they can learn their dept to
the units and the related procedure from the Registration Withdrawal program. After
they complete the payments and procedures, they should receive the withdrawal form
from the program and give it to the Student Affairs Center.

3. Steps To Follow During the Registration

If the capacity of the course you want to take is still not defined one week before the
registration, if the information about the instructor to lecture the course is still not
specified in the system or the schedule of the program is not prepared, you may
contact your department and warn them to make sure information is entered to the
system.

To check the courses you have taken during the registration and to check your
approval standing, you can use Register and Evaluation buttons in the Student Info
and Course List program.

With Register button, you can access the list of the courses you have taken during
registration and you can access the information about you approval standing. With
Evaluation button, you can access the information about all the processes you have
carried out during registration (the date, time and place of add, drop, section,
category, replacement processes).

4. Steps to Follow During the Approval Period

If you did not get approval from your advisor, you will stand unregistered during the
new semester even if you have registered to the courses during the registration
period.

Important: Do not forget to visit your advisor after your registration!

Important: You must complete your registration during registration period. You
cannot register during add/drop period!

5. Steps to Follow During Add/Drop Period

If you will not do any alterations in add/drop period about the courses you have taken
during the registration period and if you have taken the approval of your registration
processes from your advisor, you do not need to get the approval of your advisor
during add/drop period.

If you make any alterations in add/drop period about the courses you have taken
during the registration period, you have to get approval from your advisor.
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Library Otomation System (lll Millenium)

With the advances in technology and the need to meet the new requirements in the
world of librarianship onwards METU Library is using III Millennium system. You can
access the system over the web is working on the UNIX based servers at METU-CC.

With this system, which is accessible on the web, besides the integrated modules like
cataloguing lending out, reserving and OPAC (Online Public Access Catalogue)
scanning, some features such as Web Base Reservation and Renewal Functionality,
Accession Modules and informing the users of the materials on their names by means
of messages are in use.

You can get detailed information about the Library Automation System from the
address below.

http://library.metu.edu.tr

You can get detailed information about the METU Library from the address below.

http://lib.metu.edu.tr

Graduate Programs Application and
Evaluation Information System

Graduate Programs Application and Evaluation Information System provide
application to graduate programs from Internet. You can reach the web page from the
following link.

http://www.cc.metu.edu.tr > E-services = Application for Admission to Graduate
Program(s)

For any questions or problems about the system you can send e-mail to the address
below.

ms-phd@metu.edu.tr

Personal Information Entrance Program

This is a program in which newly registered students can enter their personal
information and apply for scholarship and dormitories. You can reach the link of the
program only during the application dates from the following address.

https://oibs.metu.edu.tr

For any questions about the program you can send e-mail to the address below.

burs-otomasyon@metu.edu.tr
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Course Evaluation Surveys

You can fill the Online Course Evaluation Surveys from the following address at the
end of each semester.

https://evaluation.metu.edu.tr

You can access the program with your user code and password. All the courses you
have taken this semester will be listed. You can fill the surveys related to different
courses in different sessions. After answering all the questions of one course survey
and pressing the “Evaluate” button, your personal information will be deleted and
only your answers will be transferred to the data pool. Since your personal
information will be deleted after each survey, you must finish one course survey in
one session.

For any questions or problems related to Online Course Evaluation Surveys, you can
send e-mail to the address below.

register@metu.edu.tr
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CHAPTER 5
User Support Services

Computer Center Library

User manuals, books and periodicals are available at the CC Library (B Block, 1st floor,
room 118). You can find the booklets prepared by CC and various software CDs and
DVDs from CC Library.

You can get detailed information about CC Library from the link below.

http://cc.metu.edu.tr - User Support - CC Library

Smart Card Project

The identification cards of METU personnel and students are equipped with smart
card technology. Smart card is a plastic card which contains a microchip and an
antenna. In the chip in your identification card there is a 1 KB memory and a
microprocessor with an operating system written over a ROM.

There are two main application areas of smart card project at our campus; electronic
identification and electronic wallet.

In METU, e-identification applications are used at campus, building and PC room
entrances. At those points, hold your card just a few centimeters to the card readers
with the METU emblem. If there is no authorization clash or no physical problems
with the card, the reader will beep and the gate/door will open up.

The units and the service provisions that can incorporate e-wallet application in
METU are as follows.

Table d’ote and a la carte bill payment at the Cafeteria
e Entry and course fees payment at the Sports Center

e The fitness hall and the synthetic field entry fees payment at the Baraka
Gymnasium

e Entry fee payment for the sauna, indoor and outdoor swimming pools
e Payment of print-out quota at the METU-CC Library

¢ Fine payment for overdue books at the Library
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In order to use these services, you need to link your smart card for once on the first
use with your Is Bankasi ATM or credit card using Tiirkiye is Bankas1 Ciizdanmatik
machines placed at several areas on campus. After this process you can transfer
money to your smart card whenever you want using Ciizdanmatik machines.

You can get more information about where Ciizdanmatik machines are placed at
METU and how to use them from the following link.

http://smartcard.metu.edu.tr - Clizdanmatik

As part of the Smart Card Project, new applications will take place in the near future,
so that you will be using your smart card to utilize these services.

As a METU student, you can sign in the system through SYSTEM LOGIN button at
smart card web site using your user code and password. The system will allow you to
query your electronic wallet and identification transactions and report your lost or
stolen card which will then be temporarily cancelled.

You can get more information about METU smart card applications from the address
below.

http://smartcard.metu.edu.tr

You can report the problems you face while using smart card applications to the
following e-mail address.

smartcard@metu.edu.tr

HCI Laboratory

Human-Computer Interaction (HCI) Research and Application Laboratory is a medium
established to design, utilize and evaluate interactive technologies like web sites and
other computer software and the laboratory consists of a control and experimentation
room. During the experiment, it is possible to get a feedback by recording the image of
the user, the eye movements, and the monitor screen shots, so as to evaluate the
applicability of any given software.
HCI Laboratory usage priorities have been listed below:

e Scientific research (for METU)

e Scientific research (outside METU)

e Public foundations and private companies

Undergraduate students have to apply by means of their instructors for usage of HCI
Lab.

Those who wish to make use of the Human-Computer Interaction Research and
Application Laboratory may find detailed information about working hours, usage
procedure and contact info from the following address.

http://hci.cc.metu.edu.tr
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Smart Class

The Smart Class is a system designed to bring the teacher and students at different
physical locations together in an interactive environment, using videoconferencing
and live broadcasting techniques.

The Smart Class is situated on the ground floor of the Physics Department, Z-53. It is
administered by METU-CC under the supervision of the President’s Office. The
capacity of the METU Smart Class is 32 persons excluding the teacher.

In the METU Smart Class;

e Due to the current videoconferencing capability, joint lectures, seminars and
jury meetings can be held together with other classes with similar
technologies all over the world.

e Lectures, seminars, presentations and meetings can be broadcasted live to the
campus via Internet.

e Interactive participation in lectures, seminars, presentations and meetings via
internet with authorized entry is possible.

e Ifrequested, the audio-visual material broadcast can be recorded digitally for
archive or printed in DVD format.

e  With 16 computers available, participants are able to practice what they have
learned.

You can get detailed information about the METU Smart Class from the address below.

http://smartclass.cc.metu.edu.tr

ODTU-TV Broadcasting Infrastructure

Broadcasting infrastructure is another service of METU-CC which makes the seminars,
conferences, lectures, sections etc. given at METU through different channels, but
foremost ODTU-TYV, to transfer as TV broadcast and access to target users via Internet.

You can get detailed information about the ODTU-TV from the address below.

http://odtutv.metu.edu.tr

Computing & Information Services
Newsletter (CISN)

CISN is METU-CC'’s electronic newsletter, which is first published as CC-NEWS in 1994
and aims to share with our readers the hottest issues and up-to-date news about
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information technologies, as well as giving information about the current campus-
wide services of METU-CC, frequently asked questions, the know-how and the
experiences we have gained in our professions.

METU-CC staff has perpetual contribution to CISN as well as the experts of IT sector.
You can reach CISN from the address below.

http://cisn.metu.edu.tr

METU FTP Archives

Shared software and freeware programs used at METU are available on the address
below.

ftp://ftp.metu.edu.tr

Every computer user whether in METU campus network or not, could download and
use these software from the LINUX based FTP server. Besides this shareware, there is
a large number of LINUX and UNIX based operating systems and the free software
which are used on these systems within the FTP archive.

The CC Bulletin

METU-CC publishes a bulletin twice each semester in order to inform our users about
the latest innovations in the informatics services and our work. You can access all
issues from the address below.

http://bulten.bidb.odtu.edu.tr

An informing message is sent to the CC-bulletin electronic list when one is published.
If you want to be informed about the bulletin you can become a member by filling out
the form on the following address.

http://mailman.metu.edu.tr /mailman/listinfo /bidb-bulten

METU Catalog

On METU catalog, you can get information about offered courses, admission and
registration procedures, academic calendar etc. You can access to METU Catalog from
the following address.

http://catalog.metu.edu.tr
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Consultation Services

For any questions or problems about METU-CC services, you can use the query on the
link below.

http://cc.metu.edu.tr > Frequently Asked Questions

You can call the Hotline phone (0 312) 210 33 55 during working hours or visit the
Hotline service located in METU-CC B Block, 1st floor, room 114. You can also send
e-mail to the following address.

hotline@metu.edu.tr

On security and antivirus web site which is prepared by METU-CC, there is
information about the latest and active viruses and security exploits, virus removal
tools developed by the antivirus software companies, update files, announcements
and links to various sites about information and network security.

You can reach to security and antivirus web site from the following address.

http://security.metu.edu.tr

>» Tarkge

= Announcements| py,ising \Warning

= Tools

m Links Recently. e-mails that request personal information like usernames and passwords were sent as if they were sent by METU e-mail
; service These kinds of e-mails. which are called "Phising”. are frequently encountered in the Internet and they are attempts to steal

= Documents. personal information and use them for malicious purposes. METU - Coumputer Center, would never ask users for those kinds of

. information neither via web nor via e-mails. Please. do not. in any circumstances. give your passwords to third parties. If you have

= Antivirus. shared your passwords, please change it as soon as possible

= Updates Click here for help

m FAQ

CC Announcements

Spyware Document
Spywares - malicious softwares that compromise the privacy and security of the users - are encountered on the computers in our

Campus. These softwares can not be fully detected and deleted by anti-virus softwares. "Spyware Document” where you can find
information about "Spywares" and anti-spyware softwares that can be used as precaution is placed under Documents Page

News
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CHAPTER 6
8 Rules for Information

Security

Ensuring security of information, with the crudest definition, is preventing other users
on the web from getting hold of personal information contained in your personal
computer. Security experts are in the opinion that 80% of security flaws can be
patched by only 20% of the effort that need to be shown. The eight rules aimed at
covering these gaps are explained below.

You can get detailed information about information security from the following link.

http://cc.metu.edu.tr > Security = Frequently Asked Questions About Viruses and
Information Security

e Regularly Performing Operating System Updates

Most of the viruses affect the computers from the gaps in the operating system and the
installed software. As a remedy against these gaps you have to download and install
the updates introduced by the operating system manufacturers regularly. For this
reason you should activate the automatic update feature of the operating system.

In order to run a check for probable security gaps, download critical updates and
install them, it is vital to connect to the following address.

http: //www.windowsupdate.com

It is possible to have security gaps in some Linux packages. Therefore, if you are
running a Linux operating system, you should make the updated patches, announced
for the package that you are using. It is recommended to follow up security site
announcements and perform the updates related to the packages.

¢ Installing Antivirus Software and Keeping It Updated

The most effective method to prevent viruses from harming a computer is to install
antivirus software and keep it updated. It is as crucial to keep an antivirus software
updated as it is to have one installed and running, since it can only identify the viruses
that are defined.

Within the METU Campus you can make use the officially licensed antivirus software
McAfee Virus Scan and Symantec Antivirus. These software installations CDs are
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available at the METU-CC Library (B Block, 1st floor, room 118). Staff residing at the
residence can also obtain these CDs from Residence PC Support Assistant.

You can access the updates on METU FTP Archive from the link below.

ftp://ftp.metu.edu.tr - popular - virus-updates

e Creating a Secure (Good) Password

Your password makes your user account private. You should choose a secure
password and not tell it to anybody. The password you choose should include at least
6, at most 8 characters which can be Latin letters, numbers or preferably special
characters like *; ! : # etc. and should not be guessed easily such as your name,
surname, birth year (numbers between 1900 - 2100 and 00 - 99) etc. As our central
servers are UNIX, your password is case-sensitive.

A User Code (login) Example: metuuser
A Password Example: M4+igEr5

You can get detailed information about changing your password in Chapter 3.

e Preferring Secure Connection (for e-mail, web, FTP)

The central e-mail server that manages metuuser@metu.edu.tr formatted addresses
operated by METU-CC provides secure e-mail services. In the case you are reading
your e-mails with the programs using POP3 or IMAP, you should use secure
connection. METU e-mail service available on the following address has secure
connection feature.

https://metumail.metu.edu.tr

e Supplying a Password for Computer Boot

Even if the system is being used by a single person, it is vital for the data on a
computer to be protected by using a person specific password to access the operating
system of the computer itself while booting. Providing the screen saver with a
password is also recommended, to ensure physical protection of the computer. It
becomes more important to provide a boot password for multi-user computers.
Moreover, locking the computer when leaving it unattended and with it the screen
saver becoming active after a certain period and assigning a password to be typed in
order to release the screen saver are measures suggested.

e Disabling “Remember Me” Facility of Browsers

Some web sites require user names and passwords to identify their users. In order to
assist the users in not having to type these again when entering the site in the future,
web browsers have the option of saving this information to help the user. Keeping
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such information at a location, however, is a breach of security. Thus it is not
recommended to use the “remember me” feature of the browsers.

e Security Settings of the Browsers

Unaware settings changes for internet browsers may lead to security gaps. For this
reason for users who are not very proficient about security settings it is suggested to
set security settings to preset or the highest.

e The Social Aspect (The Online Fraud)

Online fraud is gathering personal information of users through e-mail or web sites.
Owners of web sites do not ask for personal information (password, credit card
number, account number etc.) of their clients via e-mail messages. So refrain from
replying e-mail messages requiring personal information.

By designing sites that are very similar to the original ones and directing the users to
those sites by e-mail messages the users are asked to fill in the forms at that false site.
Thus, before entering such important information into the relevant boxes, in order to
make sure that the site is the original, the address on the message should be checked
to be the same as the address on the address line, and then by clicking on the padlock
icon on the bottom right of the page it should be confirmed that the address on the
certificate of authority is the same as the one appearing on the address line.
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CHAPTER 7
Troubleshooting Diagrams

e Ethernet Connection Troubleshooting (for dormitories)
e METU Wireless Network Troubleshooting (for regular users)

e METU Wireless Network Troubleshooting (for first time users)
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Ethernet Connection Troubleshooting

for Windows Operating System for the Dormitories

Modem cards are two completely different cards. Ethernet end has 8, modem end has 2 wires.)

m (A) Is an Ethernet card available on your computer? (Please be careful about the fact that Ethernet and

~ vEs L—

(C) On Start menu, select Run and and enter the command ping -t 127.0.0.1 in the blank field. Do you see such
statements as Reply from 127.0.0.1: bytes=32 time<10ms... on the screen?

~ s I—

(E) Do the lights on the ethernet card at the back of your computer turn off when you remove the cable that connects the
Internet to your computer, and do the lights resume when you reconnect the cable? (According to the model of the Ethernet
card, there may be more than one lights. One of these lights may maintain a steady unblinking light though the patch cable
remains unplugged. The light that you should check is the other one that remains off when the cable is unplugged.)

~ vis =

(G) Obtain the IP addresses of some of your friends’ computers which are located in a room that is close to your
location. Their computers should be open, they should have access to the Internet and their Firewall programs
should be disabled. On your own computer, select Run on Start menu and enter ping 144.122.###.### in the blank
field displayed. (Here ### characters represent the IP address of your friend.) Are statements like Reply from
144.122.###.###: bytes=32 time... displayed on the screen?

~ vis —

£od &

£

(I) Repeat the instructions given in the previous section using the IP numbers that do not belong to your IP block. (The third number
cluster following 144.122 should be different than the third number cluster of your IP. ) For example, you can use the IP numbers of
your friends’ computers located at another building. Do you see statements like Reply from 144.122.##.1: bytes=32.. on the screen?

(K) Are there a lot of people around experiencing problems with the connectivity? Is it a general
problem? (A problem that hinders all the computers on a floor to pass the step at item (I).)

&

(M) Check whether you have carefully and correctly performed all the items listed below:

in APPROVED section of the IP allocation system.

YES

Technology Resources Use Policy. Uninstall the P2P software and send an e-mail to virus @metu.edu.tr.

you have entered only one Gateway address.

programs (Windows operating systems automatically enable the Firewall).

v CC Dormitories’ Computer Coordinator. (210 3362 /y-koord@metu.edu.tr)

(1) Verify your IP address through CC Dormitories’ Computer Coordinator. Make sure that your register is listed

(2) On an online computer visit http://affected.metu.edu.tr and make sure that your IP address is not among the list
of IPs whose network access is restricted. If it is restricted due to virus or security reasons, update your operating
system and antivirus software by using the Security CD prepared by CC which can be found at CC Dormitories’
Computer Coordinator or directors of the dormitories, and send an e-mail to virus@metu.edu.tr. If it is restricted
due to P2P usage, it means that you are not able to connect to the network because of METU Information

(3) Verify that information you have entered on Subnet Mask and Gateway fields are correct. Make sure that
(4) If the dial up adapter is installed on the Network Connections properties field of your computer, remove it.
(5) Verify that you have entered the IP information only on Local Area Connection field under Network Connections.

(6) If exists, try to connect by closing the Firewall program. If you are able to connect, check the settings of those

If the problem is stil not fixed, report the step you could not perform as given in this troubleshooting diagram to

commands below yield a
statement like Reply from ###:

them on the field of Run option Dormitories’ Computer Coordinator. (210 3362 /y-koord@metu.edu.tr)

have entered the numbers on Gateway field correctly. Make sure that there is only
one line. Check the numbers in Subnet mask field. Stop and restart the DNS service
bytes=32 time... when you enter under Computer Management. If the problem persists, ask for help from CC

(0) Do at least one of the m (P) If you are receiving Request timed out statement on the screen, verify that you

on Start menu?

ping 144.122.199.90
ping 144.122.199.93 YES

100



o 8 4O

(B) An Ethernet card must be available on your computer to be able to establish an Internet connection. It is
recommended for you to obtain a PCI Ethernet card with Plug and Play feature and 10/100 Mbps speed. With some
computers, the Ethernet card may come as built-in on the motherboard rather than being delivered externally. Enable the
Ethernet card from Local Area Connection under Network Connections.

(D) Check whether you have carefully and correctly performed all the items listed below:

(1) You may have misspelled the ping command. Do make sure that there is one space left after the statement ping and
pay attention to the punctuation in the IP address.

(2) It may be that your computer could not have found the ping command. On Start menu, select Search option, and
search for the ping.exe file here. Run this command under the directory you found this file.

(3) Your Ethernet card may not have been configured properly. To reinstall the card, use the software available on
diskette(s) or CD that you should have received when buying the Ethernet card, or ask for help from CC Dormitories’
Computer Coordinator. (210 3362 /y-koord@metu.edu.tr)

(F) If the light is never turned on though you reconnect the cable, the problem may be with the patch cord. Find a cord that is
operating normally and replace the older one with this one. If the problem is not fixed, connect your computer with this new
patch cord to a socket in another room that you know is not out of order. If the light is turned on, connect a computer that is
operating normally with its own patch cord to the socket in your own room. If the light of this other computer is never turned
on, then, it is highly probable that the problem is with the socket in your room or with the Internet connectivity cord that is
wired in your room. Explain the situation to CC Dormitories’ Computer Coordinator in detail and request him to check the
Internet connectivity cable in your room. (210 3362 /y-koord @metu.edu.tr)

(H) If the ping command fails with a Request timed out statement on the screen for every computer’s IP number you have
entered, there is a problem with Internet connectivity settings of your computer, or with the network connection devices
within the building, or the problem may be specific to the operating system on your computer. Are the other computers
located nearby (for example, all the computers on the same floor) experiencing the same problem or not?

(J) The device that connects your room and the rooms on the floor to the Internet may be out of
order. Request from CC Dormitories’ Computer Coordinator to control this device which is called ‘hub’
or ‘switch’. Repeat the steps in item (G). If you fail to perform the steps in this item, ask for help from
CC Dormitories’ Computer Coordinator. (210 3362 /y-koord@metu.edu.tr)

NO

(L) Report the situation to CC Dormitories’ Computer Coordinator. Please make sure to give your IP number.
Report also that there is a general problem affecting many computers. (210 3362 /y-koord@metu.edu.tr)

(N) Check whether you have carefully and correctly performed all the items listed below:

(1) If dial up adapter is installed on your computer, remove it. To check this, see Local Area Connection Properties
section.

(2) Make sure that you have obtained the IP address, Subnet mask and Gateway correctly and entered them to your
computer without errors. Make sure that you have entered these information only at Local Area Connection under
Network Connections.

(3) Update your operating system and antivirus software by using the Security CD prepared by CC.

(4) Try to remove and reinstall your Ethernet card.

(5) Repeat the steps in item (G). If the problem is still not fixed, repeat the steps in item (G), but with some other
connections in other rooms that you know is operating healthily and with a patch cord that is not out of order. If need be,
remove all the programs you have recently installed, restart in Safe mode with network support. Check the hardware
settings of your computer to make sure that Ethernet card is detected properly. If you still fail to perform the steps in item
(G), ask for help from CC Dormitories’ Computer Coordinator for your operating system or network card. (210 3362/
y-koord@metu.edu.tr)

(S) Enter 144.122.199.90 and 144.122.199.93 as DNS addresses at TCP/IP
(R) Do at least one of the NO under Local Area Connection Properties.

commands below yield a
statement like Pinging www...
[###] when you enter them on
the field of Run option on Start
menu?

ping www.metu.edu.tr

ping www.cc.metu.edu.tr

(T) The network connection of your computer is working properly. If you
cannot connect to the web pages, check your proxy settings. You should also
check the numbers you have entered in the DNS address field in your IP
settings. If you are not able to use a specific service (sending/reading e-mail,
FTP, various Internet programs), ask for help from CC Dormitories’
Computer Coordinator. (210 3362 /y-koord@metu.edu.tr)
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METU Wireless Network Troubleshooting

for Windows Operating System for Regular Users Facing Problems

From the Start menu of your computer select Run and type cmd. In the window that opens,
type and run ipconfig -all command. Do you see the same physical address for the wireless

network as the one at the address http://affected.metu.edu.tr on the MAC address column?

<=

In that case your wireless network usage has been restricted. Remove the reason for
the restriction appearing on the page. Send an e-mail to the address virus@metu.edu.tr
indicating your computer physical address and that you have overcome the reason for
the restriction. If necessary you can dial the CC hot-line service; 210 3355.

Access the address http://netregister.metu.edu.tr with your central system user code and password.
Proceed to the wireless network section. Do you see your wireless network physical address?

(%]
w
>
v addresses.

Your new wireless network hardware should be registered on the system.

Register your physical address (MAC) at the new registration section. As soon as
you enter your registration, it will be activated and you will be able to use the
wireless network. Each user can have a maximum of three different registration

Can other users make proper connections where you are having problems?

~ =

new user.

To make sure that the wireless network settings of your computer has not
changed and it has been set properly, retrace all the steps for the New Users
flowchart, given on the next page, beginning at the START line as if you were a

Are you sure that where you are standing is a coverage area where connection was previously possible?

s b

Please inform the CC Hot-Line service of
your exact location at your earliest
convenience either by dialling 210 3355, or
e-mailing hotline@metu.edu.tr address of

the situation.

Check whether the problem still persists
at a location where there is surely a
wireless network connection, like the
Reserve section in the Library building.
If necessary you can dial the CC hot-line
service: 210 3355.
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METU Wireless Network Troubleshooting

for Windows Operating System for First Time Users

System > Hardware - Device Manager and at the click the Network Adapters. Do you see the wireless

i From the menu Start - Run type the command devmgmt.msc, or following the Settings > Control Panel >
network adapter without a red cross or a yellow question mark?

—~ e

If the name and make of your card does not even show If the computer has an internal wireless network card,
and if you are using an external card/adapter make sure does its indicator ({0) blink or is on all the time?

the adapter is plugged. If your computer has internal —
wireless network hardware, make sure it is active from

the BIOS settings. From the Control Panel > Add

Hardware menu search for the hardware. If there is no If the computer has a switch to activate the

result, your computer may be lacking the hardware for a wireless card, turn it on and make sure the light is
wireless network. Consult your purchase point. If there is on. If there is an indicated key combination (like

a yellow question mark on the card icon, the driver may keying the FN simultaneously with 5) do it and see 4]
not have been installed properly. Get the current driver to it that the indicator ((0)) is on. Depending on the >
and identify your card again. If there is a red cross make and model, an indicator on the screen like
marked on the icon, the card may be turned off. When you wireless on may appear. Some cards operate with

right click on the icon and choose the option activate the their specific software. Install it and use it. Still

red cross should disappear, if not consult your dealer. facing a problem? Consult the dealer. v

For wireless network connection you may use the software that came with the operating system or the software provided
with the card. Whichever is active, do you see the ng2k broadcast?

Ensure that you are within a coverage area. If the need arises go somewhere else nearby and try to get the ng2k
broadcast. Examine the fine settings of the software under use. Make sure the net work card is active in the
software and the automatic catch broadcast is on and effective. If you are using the software that came with the
operating system, deactivate the one that came with the card and following the path Control Panel ->
Administrative Tools - Services run the Wireless Zero Configuration service once more.

YES

(1) Type cmd at Start - Run box. On the window that appears type ipconfig -all and see the wireless network physical
(MAC) address and if you have not already registered it, access http://netregister.metu.edu.tr > Wireless Network
Authorization > New Registration and register the physical address. Make sure you have registered the wireless
network address and not the Ethernet Cable (LAN) physical address.

(2) Right click on the Wireless Network Card icon following the menu path Control Panel > Network Connections,
select the Properties menu. Delete the line with 802.1x, IPX, TCP/IP version 6 if you have not installed it for some
other wireless connection. At the same section on the properties line of TCP/IP check so that IP and DNS addresses are
assigned automatically. Do not use Gateways.

(3) If you are using a modem make sure the TCP/IP settings for it is left empty and see to it that all the TCP/IP settings
are done for the wireless network cards.

(4) Make sure that your MAC address is not on the list at the address http://affected.metu.edu.tr in the MAC address
column of the table.

(5) Type cmd at Start > Run box and the black window that appears type ipconfig -all. See that Wireless Network
Connection IP address is a set that starts with 144.122. When you enter the ng2k specifications of the wireless network
connection software, ensure that settings are as; Network Authorization: Open and Data Encryption: Not applicable.

Is the problem solved?

Uninstall the driver software of the wireless network card and install it once more.
Remove the web cache from the menu path of the web browser Tools - Internet Please apply to the
Options > Connections - Local Network Settings. Temporarily turn off the Hot-Line Service with

Firewall Settings of the computer from the Control Panel or make sure that the your computer at the
settings do not interfere with your connection. Rerun the DHCP and the Wireless Computer Center. (B
Zero Configuration following the path Control Panel - Administrative Tools > Block, 1st floor, room
Services. Confirm the whole procedure. no 114)

Is the problem over?
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